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Executive Summary

We are living in the golden age of data. Brands today have numerous ways to capture customer’s preferences, habits,
likes, dislikes or behaviour. Every minute of every day, customers interact with the bank's digital assets, outbound,
inbound, and owned media creating huge amounts of data—static and dynamic, structured and unstructured.
Capturing data is the first step, but there remains a large gap in transforming data into actionable insights and
business actions.

Our goal is to help Bank’s use data to drive digital engagement & revenue.

AppICE is an integrated data platform which is being used by leading banks in India such as SBI Yono (60 mn
customers), Union Bank of India (45mn customers), Bank of India (20 mn customers), SBI Cards (15mn customers)
and Internationally Etisalat (12 mn customers). With Al and ML at its core, the platform provides a full stack solution
from data integration to insights - powering data-driven decisioning & insights, enabling brands to deliver highly
personalized experiences; that drive conversion, loyalty and improve ROI.

Key Pillars of Platform:

(0]

Customer Data Platform [CDP]: Build a 360 view with all transactional, behavioural & first party data for
in-depth, real-time insights into customer preferences & engagement patterns, enabling personalized
marketing campaigns that resonate with each individual.

Campaign Automation: Deliver hyper personalised omni-channel campaigns across touchpoints. Push
Notifications, In-App, Web Push, Email, WhatsApp and SMS campaigns.

ML Studio: MLOps and Al models are integrated to seamlessly build and deploy models for Churn, NBO and
Propensity

No Code Analytics: Democratise data drive insights with self-serve advanced analytics.

Reverse ETL : Leverage 1st party data to build segments which can be synced with all downstream tools such
as CRM, Ad Platforms. This helps increase ROAS by 20-25%

Personalisation API’s: Leverage all data for real-time personalization API which can be used by CMS, CRM or
product teams. Enhance CRM data with next best offers, personalized recommendation or LTV.

Crash Analytics: App monitoring that gets to the root cause for every issue.

Business benefits of a unified, integrated data platform:

All Data in One Place

New Audience Segments

Drive Personalisation

Build clusters & use data across

Remove data silos. Combine Transactional,

Get all data from CBS, DLP, DBS
Add Credit Rating Data
Data from Advertising

Build foundation of customer
experiences and business
insights.

Value Realized: Customer 360 -A single pane

Behavioral & Demographic data
to build new and beneficial
segments
Understand high value
customers, Online spenders,
Loyal customers, Propensity to
buy (x)

Value Realized: Audience segmentation & real-
time insights leads to higher efficiency.

touchpoints
Omni-channel targeting Push, In-
App, Web Push, SMS, WA
Target high propensity for
product (x)
Personalised nudges for
reminders, loyalty drivers

Value Realized: Enhance customer experience
& loyalty
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Data Activation

Real Time Moments, Triggered
Moments
Upsell basis propensity
Optimize journeys
Shift behavior
eg. credit decisioning based personal
loan offer on App

Value Realized: Improve operational KPI's.

Platform Overview:

Data Integration CDP

ML STUDIO

Distributed ML & Analytics @

1.1 Streaming Events

Engine
Appice SDK

Build and deploy ML models to
improve conversion, acquisition
or retention with ML Studio
Predictive models,
Churn, Propensity, Cross-sell,
NBO
Customer event scoring

Value Realized: Reduce time to market.

Integrated Data Stack

ML Models Reverse ETL

Generate, Train & Store models

API

CDP

Raw Data

\ '

1.2 First Party Data_
Ad data

© R

1.3 Transactional Data

Payment systems/
Core Banking

-
S

- Mobile SDK to ingest App events
- Web SDK to ingest Web events

- Transactional data connectors

- Google and Meta connectors

- CDP: Customer 360

- ML Studio to build models

- Segmentation: Transactional &
Behavioural data

ID Resolved Behaviourial Segments

Customer 360

C360- Segments >

Campaign Automation

ML Models Marketing Efficacy

Access to Real-Time segments &
data connectors critical to stay
competitive
Activate segments in social or
paid media with reverse ETL
Suppression Segments
Prospecting with propensity
models

Value Realized: Improve ROAS

Campaign Automation

Personalisation

N B3 C]

Central Notification System
Analytics,
Reporting

"OPTIMISATION
®
°

Advertising
ROAS
Optimisation

NN

</> _ Consumed

Personalisation API

- Reverse ETL
- Campaign reporting

- Campaign creation & targeting
- Push, In-App, SMS, Email, WA, Web Push

API by CMS

@1 -

In-memory personalisation
cache

- No code analytics platform

- Personalisation API

- App performance & crash
analytics
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Drivers of Personalization: Behaviors and Profiles

When it comes to personalization, especially from the standpoint of the data and technology that drive the
customer experience, it is critical to distinguish between the two primary methodologies for
personalization: behaviors and profiles.

This distinction is important because the data sources and technologies behind each can vary significantly.

Behaviour-Based Personalization
In behaviour-based personalization, one step determines the next step in the customer journey. Each
touch, swipe or click is recorded as an event to understand the experience and actions of customers.

Behaviour-based models require a significant amount of event data for training the model as well as driving
personalization in real-time—data that represents the granular actions taken by each user. Events are
collected using streaming pipelines, and real-time personalization requires a robust infrastructure that can
handle high volume with low latency.

Data of in-session behaviour, such as page views, product views, purchase, download or the sequence of
certain behaviors can be used to drive personalisation by:

o Targeting segments built on past behavior or
o Leveraging recommendation models based collaborative filtering models

Profile-Based Personalization

In profile-based personalization, ‘characteristics determine the next step’ in the customer journey. This
generally means that some demographic characteristic of the user (i.e., age, gender, job title, interests, etc.)
or transactional data or derived traits (balance, propensity, credit risk etc) determines the next steps in the
customer journey.

Profile-based models require programmatic access to user profiles & transactional data in real-time.

Combined Models

While the use of the above personalization methods individually is common, our end-to-end platform
offers a ‘combined model’, which leverages both behavioural data, rich profile data, and, many times, other
outside data, such as credit scores, geo-location, etc.

Combined models are particularly challenging because they require robust pipelines and centralized
storage for both event and profile data. And for models to be effectively deployed, pipelines that receive
algorithms’ output from advanced data science workflows also need to be managed.

Delivering Real-Time Personalization
Built on the concept of a Modern Data Stack, AppICE CDP delivers real-time personalization for banks
across their entire portfolio of products.

Copyright © AppICE 2024
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Functionality

Sho Integrated Data Platform

1 Customer Data Platform (CDP)
1 Customer Experience Platform (CEX)
2 Monitoring & Crash Reporting (Mobile Apps)
3 Email Designer & Email Performance Analytics
4 ML Ops and Al driven ML Models
5 Integration of Social Media Reporting
6 Reverse ETL to send data to Ad Networks for Paid Media Optimisation
7 Self serve No-code Analytics for Transactional Data
# Functionality Solution Capabilities Details
‘- Channel engagement and personalization
1 Channel engagement Auto-triggered/Customized Notifications can be triggered based on customer action
and personalization notifications based on the in the past or when they are live on the app.
Customer actions on Bank Behavioural data can be combined with transactional
App or Website data to build specific segments to send
Auto-triggered/Customized notifications.
2 Channel engagement Customized notifications/ Notifications can be triggered based on customer action
and personalization offers based on the customer in the past or when they are live on the app.
profile, balance...etc. Behavioural data can be combined with transactional
data to build specific segments to send Customized
notifications/offers based on the customer profile etc.
3 Channel engagement Communication based on Appice platform understands which channels customers
and personalization customer preference engage on. This intelligence is used to enhance
communication effectiveness.
4 Channel engagement Customer Notifications (SMS,  Available Engagement Channels:
and personalization email, in-app push SMS (gateway to be provided by Bank)
notification, WhatsApp) Email (gateway to be provided by Bank)
Push Notification
In-App Notification
App-Inbox
WhatsApp (number & API to be provided by Bank)
Web-Push
Web-Popup
5 Channel engagement Dynamic content delivery The system provides templates that can be customized
and personalization based on user preferences using the popular mustache handlebar templates to
and behaviour deliver dynamic content based on user preference like
language, time, geo or behaviour on the app/website.
6 Channel engagement Notifications & Alerts: Push We offer flexibility to send Notifications & Alerts:
and personalization notification for real-time -Segments based on user activities - Past events or live
updates and customizable events
alerts for app activities or -Central Notification system (CNS) can connect with
promotions Internal DB/systems to generate real-time notifications
-API's to connect with 3rd party systems (eg. Payment
Gateways )

- Basis ML cohorts or computed traits
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10

11

12

13

14

15

16

17

18

19

20

21

Channel engagement

and personalization

Push notification

Push notification

Push notification

In-App Messaging

In-App Messaging

In-App Messaging

SMS Campaigns

SMS Campaigns

SMS Campaigns

SMS Campaigns

Email Campaigns
Email Campaigns

Email Campaigns

WhatsApp Campaigns

Feedback Mechanism: User
feedback and survey tools to
gather customers opinions
and mechanism for analysing
and acting upon customer
feedback.

Personalization of push
notifications based on
business level events via
broadcast.

Personalization of push
notifications based on
customer’s preferred
language

Ability to send push
notifications with images,
videos, GIFs and Emojis
Display messages directly
within the mobile app based
on trigger criteria.

In-app messaging templates
for personalization

Personalization of In-App
Messages based on the
customer's preferred
language.

Build personalised SMS
campaigns

Ability to send SMS messages
to the entire user base orto a
selected segment or to a
selected set of customers
based on business level
events or manual broadcast.
Personalization of SMS based
on the customer's preferred
language.

Manage and optimize SMS
communication process with
recipients via DND
(Do-Not-Disturb) and
frequency capping

Design Email campaigns
within the platform

Send time-sensitive updates
and promotions via Email.
Personalization of Email
based on business level
events via broadcast.
Trigger interactive
conversations with quick
replies or add defined CTAs to
drive customers to do the
desired action.

This can be achieved via following available engagement
channels:
In Survey
In Rating

Engagement Channels:
Push Notification

Engagement Channels:
Push Notification --> Language

Engagement Channels:
Push Notification --> Expanded Image upload

In-App notifications can be set up basis any event
performed by customer - past events or live events

Various templates for onboarding, investments,
customer service, offers can be created & targeted basis
segment, time, dates, frequency etc.

In-App messages can be shown in English or Hindi. We
support various other languages like Tamil, Bengali, and
all the major languages of the world.

Campaign builder module allows SMS text editing with
functionality to embed emoji or short URL

The messages can be sent to the full audience or a
particular segment as small as 1 based on business level
events or broadcast. Further these messages can also be
added to the Applnbox to make them permanent unlike
push/sms/wa messages that can be deleted or blocked.

SMS can be sent in English or Hindi - The system
provides templates that can be customized to deliver
dynamic content based on user preference like
language, time, geo or behaviour on the app/website.
DND list can upload on the platform to create a -ve list
or campaigns can be sent as per time schedule (8am-
8pm). Frequency capping is part of campaign
scheduling.

Build new HTML emails or edit existing templates.
Part of campaign scheduling

Personalise basis - Name, Segment, Funnel dropoff,
Page visited, language, time, geo or behaviour on the
app/website.

Business WhatsApp number to be provided by the Bank.
We will build an interactive messaging layer for WA.
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22 WhatsApp Campaigns

23 Personalization

24 Personalization

25 Personalization

Manage and optimize
WhatsApp communication
process with recipients via
DND (Do-Not-Disturb) and
frequency capping

Create personalized messages
and content based on user
data and preferences.
Tailor messaging to specific
user segments.
Personalization based on
product attributes and user
behaviour data.
Personalization based on
Recommendation Models
using Artificial Intelligence
(Al).

WhatsApp number and API access is to be provided by
the Bank. Appice uses these API's to send messaging
with DND, Frequency capping variables (campaign
launch stage)

Platform provides message builder for Push, In-App,
Web-Push, SMS, WA, Email using internal DAM - which
stores images & templates.

Behavioural data is ingested via Appice SDK and used to
build segments - Who, What, When, Where.

Next Best Action (NBA) based on behavioural,
Transactional data - Al determines what is the next best
offer and personalised for each user e.g. using credit
score, balance, risk profile, loan requirement
personalised recommendations on new credit card,
pre-approved loan, investment plans & insurance.

- Data Analytics

26 Data analytics

27 Data analytics

28 Data analytics

29 Data analytics

30 Data analytics

31 Data analytics
32 Data analytics

33 Data analytics

34 Data analytics
35 Data analytics

36 Data analytics

37 Data analytics

38 Data analytics

Behavioural customer data
reports and dashboards

Real-time reports across web
& mobile App
Segments based analytics

Funnel view and users drop
offs

Journey effectiveness and
bottleneck identification

Average time spent per
customer journey
Daily active users

Real-time sessions and live
active users

Customers device models

machine learning models with
predictive analytics

Identify and analyse trends
over time

Tracking customer behaviours
in response to the received
notifications. Popups and
error messages

Historical Data Analysis, based
on custom date and time

Aggregate Reports on DAU, MAU, WAU. Funnels and
Journeys. Segment trend. Campaign performance across
channels.

All reports are generated in real time for App and Web.

Segments can be created using Events data (Past & Live)
who did what and when, App performance, Computed
Traits or using uploaded customer data.

Funnels are created, for conversions or drop-offs, using
behavioral data.

Journeys are created for the entire App - these reflect
what customers are doing in our App.

Part of Reports/Dashboard

Part of Reports/Dashboard: DAU, MAU, WAU by time
period

We have a near real time system where the user's
sessions are made available with a slight delay on our
panel so as to not interfere with the main activities of
the users. The session and other behavioural data is
captured in the background to conserve bandwidth and
improve UX. The data is hence near real time (delay of
few seconds)

Part of Reports/Dashboard

ML models to predict Propensity, Churn, LTV or any
specific model can be built (upto 5)

Trends for past data are available out-of-box. Any
specific trend report can be customised as per bank's
requirement (upto 5)

Part of Reports/Dashboard: App campaign effectiveness

Part of Reports/Dashboard: App usage data
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39

40

41

42

43
44

Data analytics
Data analytics

Data analytics

Data analytics

Data analytics

Data analytics

45

46

47

48

49

50

51

52

53

Data Unification

Data Unification

Customer 360

Reverse ETL

Predictive Analytics

Predictive Analytics

Predictive Analytics

ETL Connectors for
different Data Source
User Segmentation -
Transactional &
Behavioural Data

Advanced exporting based on
different variables and filters
Scheduled and automated
reports

Filtering and sorting options

Customizable Data
visualization such as charts,
and dashboards

Data Archiving

SMS and Email
communication performance
/ tracking

ETL data from CBC, CRM, Ad
Platforms or 3rr Party
Marketplaces to build a
complete customer 360
Collect and unify customer
data from various sources,
including, mobile apps, APlIs,
Payment systems, SFTP, CSV
Uploads and other sources to
enhance personalization and
targeting

Centralized user-profiles and
interactions to create a
comprehensive view of each
customer - C360

Social media integration for
enhanced engagement
Leverage data to predict user
behaviour and preferences.

Predict App Uninstalls,
Dormant, Conversions, or any
custom behaviour.

Auto creation of segments
based on past behaviour
using Machine Learning
Models.

Data Ingestion from various
source systems channels

* Define segments of your
user base based on attributes
and behaviours.

e Segment users for targeted
messaging and campaigns.

¢ Ability to export Segments
to any custom end-point for
re-targeting

Part of Reports/Dashboard: App usage data

Scheduled and Automated Reports can be setup as per
business requirements

Filtering and Sorting options for various fields are
provided out of the box and more can be added as per
requirement.

We have a sophisticated visualization engine that can let
business users built custom charts and dashboards in
minutes. It allows advanced data analysts to also build
reports using SQL so that both the audience can build,
share and export visualizations from a single tool.

Data retained for 1 yr

SMS gateway to be provided by Bank. Email SMTP
server to be set up by Appice. If Bank has any pre
existing email gateway, we can used their API's

CDP (customer data platform) has pre-built connectors
to ingest data from various sources, internal DB's via
ETL, SFTP/CSV Uploads or API's. Mobile App data is
ingested using Appice SDK.

CDP (customer data platform) has pre-built connectors
to ingest data from various sources, internal DB's via
ETL, SFTP/CSV Uploads or API's. Mobile App data is
ingested using Appice SDK.

CDP creates a customer 360 using behavioural,
transactional and App usage data. ML models for
Propensity or Churn are also part of C360.

This is enabled via a feature called Reverse ETL

Propensity and Next Best Action Machine Learning
Models are available out of the box to predict user
preferences.

This feature is enabled through Churn Prediction and
RFM Segments

RFM (Recency, Frequency, Monetization), Pareto-NBD
and auto segmentation based on vector embeddings
are supported.

We have pre-built connectors for data ingestion

- Segments are built using Behavioral data or
transactional data: We follow the segmentation concept
of Who, What, When and Where

- Segments are used to send targeted campaigns in any
channel.

- Top 10 Segments are used to build trends.

- We have a high performance personalisation API,
which can be consumed by any downstream system.

- Campaign Management
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Campaign Management

Campaign Management

Campaign Management

Campaign Management

Campaign Management

Campaign Management

Campaign Management

Campaign Management

Campaign Workflow

Campaign Workflow

Campaign Workflow

Campaigns effectiveness
measurement

Tracking of the different
sources of leads landed on
Bank App or Website
channels and identification of
the most active page
promoting a specific product
Marketing messaging

Campaign planning & content
marketing: easy content
creation, editing and
publishing capabilities

Marketing analytics

Lead generation &
cross-selling

Campaign optimization

Campaign planning and
activation

Ability to have a campaign
workflow involving multiple
stakeholders like product,
marketing, compliance,
quality etc, for SMS, Email,
Notification and WhatsApp
messages

Ability to have a
maker-checker workflow for
broadcast messages

Ability to add/edit/delete any
conditions of the published
workflows and also maintain
the audit logs for change
management.

Sent, Delivered, Opened, Clicked, CTR

UTM codes generated by Platform are used to track lead
sources. These codes have to be inserted in campaigns
by business users - either in campaigns created on
platform or in social media. Identification of the most
active page is by capturing visitor numbers on a page.

Segment messaging, personalised by user actions or
behaviour, delivered in an omni-channel campaign.

We will provide MMP integrated with SDK to track
acquisitions from paid digital ads to the mobile app and
from there the account opening process.
Insights/reports are restricted in IOS(ATP). The Android
ecosystem is still without restriction, though in 2024
Google will redact many granular reporting features.
Visuals for campaigns, Role based access are part of
Platform (3rd party vendors are given specific roles to
build campaigns). Reverse ETL sends specific segments
(H/M/L basis LTV or propensity) to social media
platforms so as to enhance bidding effectiveness.

Sent, Delivered, Opened, Clicked, CTR

Lead generations are primarily done through NTB
channel (new to bank) or ETB channel (existing to bank)
customers. Further NTB is optimized using our reverse
ETL to make ROAS significantly better. This is especially
important in the context of 3rd party cookies going
away. The NTB/ETB channel is further targeted through
cross-sell and up-sell models that we already have in
our system.

Campaign ROAS can be optimized by passing the
insights from our system to ad networks so that
lookalike audiences, custom audiences and suppression
lists can be made to enhance campaign efficiency in real
time. Further, the system can optimize owned audience
marketing by building campaign flows based on costs
starting from the lowest cost like push to email to sms
and finally to ad networks.

The system has capability to create & put campaigns in
draft. It can also allow you to plan & schedule
campaigns in advance.

Maker-checker flow is part of campaign operation.
Platform allows building templates which can be edited
or re-used for creating new campaigns, targeted at new
segments on multiple channels.

The system supports maker-checker functionality out of
the box.

The system allows to add/edit/delete the conditions of
the published workflows and maintains an audit log for
change management. The system also allows copy and
edit functionality of the workflows.
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Campaign Workflow

Campaign Workflow

A/B Testing

A/B Testing

A/B Testing

A/B Testing

Campaign Measurement

Campaign Measurement

Campaign Measurement

Email Campaign
Measurement

Multi-channel
messaging

Ability to have out-of-the-box
templates for various use
cases such as Onboarding,
Retention etc.

Ability to schedule SMs, Email
and push notifications at a
future predetermined time

Ability to perform A/B testing
for SMS, Email, notification
and WhatsApp messages.

Ability for all stakeholders to
track performance of A/B
testing on a real-time basis
Test different variations of
messages and campaigns to
determine the most effective
content and timing using
Artificial Intelligence (Al).
Test different combinations of
channels to determine the
winning path using Artificial
Intelligence (Al).

Advanced analytical
capabilities for analysing
behaviour trends, funnel
drops, retention cohorts, user
paths, session and source
tracking, RFM and app
uninstall metrics.

Track the source of leads/
which campaign triggered the
customer to download the
app and open an account
(from which social media
campaign, website...etc.)
Ability to track real-time
engagement metrics such as
open rates, click-through
rates, and conversion rates,
and provide a view for all
stakeholders involved in the
campaign push out .

Analyse performance of Email
campaigns - Individual and at
aggregate level

Engage users through various
communication channels such
as Push Notifications, In-app
Messages, Email, SMS,
WhatsApp, and Interactive
Newsfeeds. Send consistent
messages across different
platforms.

The WYSIWYG system allows you to edit the templates
that are pre-configured and available out of the box.
However, we recommend building these templates for
specific use cases of the bank's customers to build a
personalized experience.

There is a system to schedule messages, delay them
post a trigger event, stagger them across a time window
and various other knobs are there to tune the campaign
workflow.

A/B Testing is enabled out of the box where it can be
sent manually or the user can ask the machine to use Al
and ML algorithms to create a homogeneous A/B/n split
of the audience and the control group.

All campaigns are tracked on a real-time basis and
reports can be seen in the campaign analytics section.

STO (send time optimisation) is done using Al and ML to
determine the most effective content & time of
messages.

Canvas module allows testing of different combinations
of channels.

Behaviour trends, funnel drops, retention cohorts, user
paths, session and source tracking, RFM are available
for both Android & iOS. App uninstall metric is only for
Android.

For App this requires Google/Apple subscription and has
a separate per install/tracking pricing. For Websites, this
doesnt require any subscription.

We have rich and real-time campaign reporting metrics
that cover all areas of the campaigns like impressions,
clicks, conversions, errors and time/platform wise
performance. More dimensions and parameters can be
built through our custom visualization solution if
needed.

Reports on Email delivery (Sent, delivered, Opened,
Cicked) will be taken from the gateway and shown in
Appice Dashboard.

We support Push, Email, SMS, Whatsapp, In-App and
news feeds. These messages can be multilingual and
trigger the behaviour just-in-time or can be built for a
segment basis behavioural and transactional data.
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Data Security

Digital Channels

Digital Channels

Digital Channels

Digital Channels

Digital Channels

Vendor has to ensure the
solution should have the
ability to support

anonymization / encryption /.

Business functions / team
collaboration, Role-based
access control for different
user types (admin,
contributor, view, guest..etc)
A/B testing capabilities for
optimizing campaign, tasks,
journey, CX..etc

Market competitor analysis
and benchmarking (through
open social media, website
data... etc)

Data accuracy and
consistency and avoid
duplications

User authentication and
authorization: secure user
login with multi-factor
authentication

We have a privacy preserving architecture that enables
anonymization (a hashed id, called HashID) is used to
communicate across the system. We use AES 256 based
encryption and use TLS v1.2+ and SSL/TLS for
encryption of data in transit.

We use RBAC (Role Based Access Control) and use that
to control the various functions. Some roles present out
of the box are admin, manager, markete.

A/B Testing for campaigns is provided out of the box.
For tasks, journeys, cx etc it requires integration with
the application.

We don't provide market competitor analysis and
benchmarking.

We run two pipelines one is a data ingestion pipeline
and another is a data verification pipeline that ensures
data is fresh, clean, de-duplicated and consistent.
Secure login via SSO and/or Multi-factor authentication
and various other security mechanisms are inbuilt into
the system. More details have been shared in the
Security requirements sheet.
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Customer Data Platform (CDP)

With the customer data platform (CDP), Banks can harness this massive treasure trove of customer data
gleaned from sources and systems within and outside the bank to create highly personalized,
conversion-focused customer engagement.

The platform builds a Single Customer View (SCV or C360) which drives the segmentation, personalisation
and allows ML models to contribute to the brand's growth.

AppICE CDP can combine insights from every stage of a customer’s banking journey, from their transaction
history to their current spending patterns, to create a constantly maturing customer account portfolio. This
will enable delivery of enhanced experience to customers through personalized interactions, such as
helping them navigate through credit card and loan application experiences that align with their specific
circumstances and context.

The CDP connects to the CEX module to drive personalised messaging on App, Web, SMS, Email alongwith
the advertising ecosystem (through a process called “Reverse ETL”) to send segmented data for targeting.

Also the CDP will help ensure the security of financial data and personally identifiable information (PIl) and
adherence to privacy norms and security standards.

We enable banks to build a single source of truth on their own Datalake / warehouse.

Key Advantages
e Customer 360

o Combine data from different sources to build a customer 360
e Feature/Traits Table generation:
o Put all your user traits in one place for easy activation into downstream systems
O Better segmentation using all available customer data
o Pre-built Library of Predictive Models for common use cases. Some include...
*  Churn Prediction: Predict the likelihood of someone churning
= LTV Prediction: Predict if a customer will be high-value or low-value
= Offer Purchase Prediction: Find customers who are likely to buy a certain product

e Activate data into downstream systems such as advertising platforms through reverse ETL

1. Data Extract : ELT
The advantage of implementing a CDP is that data from all non-event, customer-tools gets extracted
and becomes available in the warehouse/ data lake.

CDP —ELT Process
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The ELT process is broken out as follows:

i.  Extract. Our data extraction tool pulls data from sources such as SQL or NoSQL databases, CRM,
Advertising platforms or XML files. This extracted data is stored temporarily in a staging area in a
database to confirm data integrity and to apply any necessary business rules.

i. Load.The second step involves placing the data into object storage, where it is ready to be
analyzed by data analytics tools. The object storage can be synced to the Bank's data lake.

ii.  Transform. Data transformation refers to converting the structure or format of a data set to
match that of the target system. Examples of transformations include data mapping, replacing
codes with values and applying concatenations or calculations.

2. Customer 360

For real time targeting and personalisation.
It collects and unifies first-party customer data, from multiple sources, to build a single, coherent, complete
view of each customer.

With all customer data in the warehouse we provide a comprehensive Single Customer View (SCV) — or
‘C360’ — about every customer on an individual level, a system of record that is the single source of truth
for your customer data for marketing teams. This holistic customer profile that consists of metrics enables
you to engage with individual customers throughout their customer journey.

e Demographic data such as age and income, lifestyle and behavioral traits, product propensity
scores, and customer lifetime value.
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Building the User Profile
Use the data CDP brought in to put your user features and attributes in one place

Sample Table

email age addr first_day_ last_seen_ carts_in n_ total amt n_complaints pref_ login campaign_
seen date days spent —FeHloet] G found
samlgmail 30 45 South  06/01/2022 09/22/2022 5 312 7 mobile adwords
Ex part II
User Features Top of Funnel Events Purchase Events Operational Features
Email Engagement features Pre-revenue features Customer Status Features
Age Session Features SKU based features Device features
Address Marketing Attribution Revenue basedfeatures CS (Customer Support) based features
Preferences Refund based features

A typical use case: Resurrecting a previously High Value Customer who hasn’t opened App or logged in

CDP Identity Resolution

email ap_id age city last seen date carts in n days total fd amt

first day seen

sam@gmail Oxa34bc 30 delhi 06/01/22 07/22/22 312987

[Use Case: Send a retargeting ad to previously loyal customer who we haven’t seen in a while ]

This data can be sent to
o Ad Networks via the process of Reverse ETL
e Use to send personalised App Push or Web Push Notifications
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3. Data Actions Reverse ETL

The term “reverse ETL” comes from “extract, transform, and load,” which is the process of taking data from
a source, cleaning and structuring it, and sending it to a data warehouse or data lake. If you load data
before transforming it, you’re performing ELT. In short, ETL/ELT and reverse ETL sit on opposite sides of a
data pipeline. One fulfils data integration, the other, data activation. Reverse ETL is the process of copying
data from a warehouse into business applications like CRM, analytics, and marketing automation software.

> Advertising m Metq
) .\Goog!e Ads ‘Which columns would you like to sync to destination fields?
€ YouTube W column from 1 Field f P
- - Fi
R Analytics Column from 10k Data ield from Custom Product
id external_id
>

<) Email

E] Message

Data N

Warehouse "-._ .
o #
% Lpe . sku
) D Notification
# id
ey ‘ B
Applications Personalisation

&

ALY
RO

CDP Sources & Destinations

We integrate and aggregate data from a multitude of channels and data sources in different formats, both
in batch and streaming. The platform provides multiple SDK’s for ease of implementation and use.

e OQut-of-the-box integrations with popular tools like Zoho CRM, Salesforce, ZenDesk, Customer.io,
Google AdWords, Facebook, Google Sheets etc.

e 12+ SDKs and plugins to collect events from web, mobile, and server-side.

e SDK’s provide developer friendliness and ease of use across environments.

n"’?’:ﬂ f“f"' GOLANG r i 1
Ruby o

Objective-C android
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Category

Browser

Mobile App

Server

SDK

Javascript
React

Cordova

Unity

Flutter

Swift

Objective-
C

Android

Kotlin
NodelS
Golang
php
Ruby
DotNet

Categorisation

Browser
Browser

Mobile App

Mobile App

Mobile App

Mobile App

Mobile App

Mobile App

Mobile App
Server
Server
Server
Server
Server

Usage

Collect Behavioural Events from Websites. Nudges and
Walkthroughs campaign rendering.

Collect Behavioural Events from Mobile App. Nudges
and Walkthroughs campaign rendering.

Collect data from 3" party Platforms — CRM, Google,
Meta, Partners and internal systems e.g Digital
Platform

The JavaScript SDK sends event data from your website to an
ingestion layer. It also receives campaigns (nudges & walkthroughs)
that it renders basis triggers. It supports SPA and popular CMS e.g
Strapi, Webflow, Ghost, Wordpress etc.

The Cordova SDK sends event data from your App to an ingestion
layer. It also receives campaigns (nudges & walkthroughs) that it
renders basis triggers. Its popular usage is in enterprise scale hybrid
mobile applications.

The Unity SDK sends event data from your App to an ingestion layer. It
also receives campaigns (nudges & walkthroughs) that it renders basis
triggers. Its popular usage is in mobile gaming applications.

The Flutter SDK sends event data from your App to an ingestion layer.
It also receives campaigns (nudges & walkthroughs) that it renders
basis triggers. Its popular usage is in enterprise scale hybrid mobile
applications.

The Swift SDK sends event data from your App to an ingestion layer. It
also receives campaigns (nudges & walkthroughs) that it renders basis
triggers. Its popular usage is in enterprise scale ‘native’ mobile
applications.

The Objective-C SDK sends event data from your App to an ingestion
layer. It also receives campaigns (nudges & walkthroughs) that it
renders basis triggers. It’s popular usage is for I0S Apps.

The Android SDK sends event data from your App to an ingestion
layer. It also receives campaigns (nudges & walkthroughs) that it
renders basis triggers. Native Android Apps use this SDK.

The Kotlin SDK sends event data from your App to an ingestion layer.
It also receives campaigns (nudges & walkthroughs) that it renders
basis triggers. It’s popular usage is for Hybrid Mobile Applications.
Server side SDK for S-to-S integrations.

Server side SDK for S-to-S integrations

Server side SDK for S-to-S integrations

Server side SDK for S-to-S integrations

Server side SDK for S-to-S integrations
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Data Integration

Transformation
Enrichment
Collection ‘ i Validation Identity Resolution

Routing

| E

Product

Real'-‘im-e Backend

Destinations Application
AlfML
Applications

DATA
LAKE

DATA

WAREHOUSE [l Analytics
: Bl Applications

Business
Applications
Destinations

(salesforce, Marketo,
Amplitude, ZenDesk)

Support
| ol |

Appice has powerful capabilities to integrate with various backend systems through three broad
mechanisms
Server based integration for data sources like Databases, SFTP, DWH etc

APl based integration for data sources like CRM, Google Ads, Facebook Ads etc

SDK based integration for streaming data sources like Web, App, Queues like Kafka etc

1.
2.
3.

Appice integrates with 200+ sources and destinations

Ingest data from every app, website, and back-end

Turn anonymous traffic into known users

Sync raw event data to your warehouse or data lake

Automate integrations and maintenance

Clean, enrich, and transform events in real-time

Easily implement cookieless tracking
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ken: 1IHXD3TWPIP3AGINLWNDSIOGENY
- URL: https:/hasted rudderlabs.com
Trial Limit; 1000 events,/hr

Sources Destinations
- i0S Dev

I GA - Marketing Site Property

o efiatio o Mark
Destinations Mar _Ef""'g Site @ Intercom - Marketing Site

Transformations

+ ADD SOURCE + ADD DEGTINATION

A 1 of 4 completed e‘
CRM and Support

Create user records and send critical events to platforms like Salesforce, Zendesk, Zoho, and Intercom to
automate support tickets, lead status changes, and account updates.

Sales and Marketing

Make sure your marketing and sales tools always have the same data. Send data in real time to tools like
Hubspot, Salesforce Marketing Cloud, and Klaviyo.

Data infrastructure

Populate analytics and Bl with customer data by sending it directly to infrastructure tools like Snowflake,
Databricks, S3, Redis, Postgres, Kafka, Materialize, and more.

Warehouse/Datalake destinations

The below table lists the supported warehouse/data lakes destinations and different source types
that you can use with them:

Destination

Amazon Redshift

Amazon S3 Data Lake
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Appice
Azure Synapse
Azure Data Lake
ClickHouse
Databricks Delta Lake

Google BigQuery
Google Cloud Storage Data Lake

Materialize

Microsoft SQL Server
PostgreSQL
Snowflake

Oracle DWH

IBM DB2 DWH

API Integration
Central Notification System (CNS)

Privacy Preserving Architecture
The central notification system is a purpose built architecture for banking platforms which integrates with
backend systems, CRM, DWH etc which allows the marketing automation to work without using Pll data.

e Customer Events

* CRM

* Backend - Custom API
* Data Warehouse

* Batch/Real time data
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CNS Platform can be used for:
® Marketing campaigns or
e Transactional Notifications sent from legacy Databases

Example:

Type of Campaign Details

Marketing Message: Retention, Upsell, Cross App & Web Push: using Hash ID
Sell, New Product announcement, Rate change, | for customer device or browser
Promotions

Marketing Message: Funnel Drop off, Cart SMS & Email along with In-App

abandonment or Multi Touch Campaign

Transactional: Payment due date, Investment App & Web Push: using Hash ID

Related, Account updates for customer device or browser.
Add Email, SMS as reminder
mediums

Customer Account Data based on LMS, CRM, App & Web Push: using Hash ID

Card, Digital Platform, CBS, ACoE Models etc for customer device or browser

CNS usage beyond personalisation: Since the Bank’s internal (CRM, Analytics) systems do not know Device
ID of customer, their capability of leveraging insights is limited .

AppICE CNS module is the “bridge” with it’s Privacy Preserving Architecture
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Attribution with AppICE

In the recent past global privacy changes at Device level and at Advertising Platform Level have changed the
way Martech stacks and Advertising Industry used to Run, Manage and Analyse paid digital adverting on
Google and Facebook. Apple has introduced ATT (Tracking at 10S device level) and has deprecated 3™ party
cookies at Browser level (Safari). At consumer level, ad blockers further restrict the ability to build
attribution models. Google will deprecate the 3™ party cookie from Chrome & Android next year impacting
‘veracity of attribution” & reporting by Ad platform reports. Our ML-based model gives comprehensive
solution for attribution.

1. Signal loss by Google & FB has increased CAC

2. App Tracking Transparency (ATT) Framework: P
permission to track you
* Was announced at Apple’s WWDC 2020 : , across apps and websites

owned by other companies.
‘Your data will be used to deliver

* Effectively deprecated the identifier for advertisers ersonaz s 9y
(IDFA) as we know it
* Imposes advertising measurement restrictions:
* No IDFA for deterministic attribution without

consent
* No probabilistic attribution (IP + UA) without “Unless consent is captured via Apple’s App
Tracking Transparency (ATT) framework, no user
consent nor device information shall be used for targeting or
3. Facebook has reduced attribution to 7 Days. measurement”

4. Google with deprecate 3™ party cookies from 2024

Advertising data ingested in CDP ( Google & FB) can be used to build a Multi Touch Attribution model to
generate insights on paid campaign performance or

We will provide MMP integrated with SDK to track acquisitions from paid digital ads to the mobile app and
from there the account opening process (though reporting may be restricted by 10S ATP regulations)
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Machine Learning Studio

From Data to Actions

Our ML Platform is an enterprise grade system for machine learning projects which brings unmatched
speed, performance, and flexibility required to handle all types of data and analytics approaches.

1. MLOps Lifecycle
Our Platform is built to power and accelerate machine learning and data orchestration at the scale required

to turn data into actionable insights and actions.
The 3 main stages of ML lifecyle are sub-divided into many stages before the model is ready for

deployment.

Data Data Prototypin Model
ignestion preparation WRing training
Data Preparation Model Building Production Data + d
: . Busld the model based Deployment
exploration -
fa o on weolth of goals ry \ N
4 L ’ v
Sote Sciantiat ML Engianse Feature et
Dote Scenty anginearing . > serving
1 - - Versigning & -
Experimentation Model testing :::::::n Monitoring
<} ML platform >

2. ML Model Training & Storage

For the following functions
1. Experiment and Tracking
2. Project for Packaging
3. Store the trained Model
4. Registry of Models

1. run experiment and
track results

e T Model
e Registry
ML Project

3. model registry keeps
track of model
iterations

v
2. "log” trained 2.1. trained model O
model v goes into a persistent i
store . i
Model Model Model
Vi v2 v3 "‘ in
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3. ML Model Serving

ML Engineers uses kubectl via ML Server to deploy ML Model on Production

1. Containerise
2. Deploy

3. Monitor

N

Simple Core Interface Graph

I v
| r| o ModelA (B , API
1 \\..::.TA. I (REST, gRPC)
1 < jupyter |
| o 1
| 1
| Orlanguage wrapper |
| 1
I |- Model B Complex Core Interface Graph
I | API
Tl Multi Armed Feature Outlier .
>
! | Model A —>] Bandit Transformation Detection EFEEET (REST, gRPC)
| 1
1 Into fully fledged I Direct traffic to the Key features to Why is the rpv’adel
microservices most optimal identify outlier doing what it's

\ / Model C model anomalie (Fraud, doing?

N\ 7 KYC)

- o = -

Data Science Workflow
Stage 1: Source Control and Versioning - Use Gitlab On-Premise

Collaborative tool for version control, data science & analytics code. Teams from Bank’s own analytical
divisions can collaborate on ML models.

ov D€ NED- CEd G Q-

S > appice © src_rim_analysis > Repository
a
B make rfm script work for large dataset 9a481c87 [
Yuvraj Rana authored 3 months ago

o
n yuvraj-rana v | sio_rfm_analysis |  + v History = Findfile =~ WebDE ~ & v  [NeISTNe
[
) Name Last commit Last update
o] B3 ipynb_checkpoints make rfm script work for large dataset 3 months ago
a

£ config.ini initial commit 3 months ago
@
@ [3 rfm_analysis_universal_model.ip make rfm script work for large dataset 3 months ago
In @ rfm_analysis_universal_model.py initial commit 3 months ago
a [ rfm_scoring.ipynb parameterized the run function 1 year ago
.4

A rfm_scoring.py parameterized the run function 1 year ago
@

® rfm_universal_model.docx Rfm_ui 1 year ago

Stage 2: Data Science Team Development - Use JupyterHub and JupyterLab Notebooks

JupyterHub will be made accessible to data science teams. This Hub will be integrated with source control
and downstream experimentation and inference tools.
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~ Jupyter Logout
Files Running Clusters
Select items to perform actions on them. Upload  New~ &
o - W/ Name ¥ |  LastModified | File size

[ bankchurn 4 days ago

O O catboost 5 days ago

) [ databricks 5 days ago

0O [ diviner 5 days ago

0 O docker 5 days ago

O [ evaluation 5 days ago

O O fastai 5 days ago

() O flower_classifier 5 days ago

0O 0 gon 5 days ago

0 h2o 5 days ago

O hyperparam 5 days ago

O keras 5 days ago

3 lightgbm 5 days ago

O C flow_artifact 5 days ago

9 miruns 5 days ago

0O O modeis 5 days ago

0D 0 multistep_workflow 5 days ago

[ notebooks 5 days ago

() [ paddie 5 days ago

D O pip_requirements 5 days ago

) pmdarima 5 days ago

O prophet 5 days ago

0 pyfunc 5 days ago

JupyterLab Notebook: For an individual data scientist or an analyst to train, test and register ML
models.

— Jupyter BankChurnModels Last Checkpoint: Last Wednesday at 12:50 AM (autosaved) A Logout

File Edit View Insert Cell Kernel Help Trusted ‘ Python 3 (ipykernel) O

+ & @ B 4+ ¥ pRuin B C MW Markdown ML

Credit Card Customers Dataset
Introduction

The dataset in this project is of credit card users in some bank. The owner of the bank wants to know the behavior and demography of his customers and see
how trustworthy they are using the average utilization ratio. in order to direct the loan advertisements and marketing to attract them.

Utilization Ratio

Credit scoring models often consider your credit utilization rate when calculating a credit score for you. They can impact up to 30% of a credit score (which
makes them among the more influential factors), depending on the scoring model being used.

A low credit utilization rate shows you're using less of your available credit. Credit scoring models generally interpret this as an indication you're doing a good
job managing credit by not overspending, and keeping your spending in check can help you reach higher credit scores. Having higher credit scores can make
it easier to secure additional credit, such as auto loans, mortgage.

In [1]): #Load necessary modules
import numpy as np
import pandas as pd
import matplotlib.pyplot as plt
import seaborn as sns

$matplotlib inline

In [2]: #Read The Data
pd.set_option('display.max_columns', None)
df = pd.read_csv('BankChurners.csv')
df .head()

Out[2]:
CLIENTNUM Attrition_Flag Customer_Age Gender Dependent count Education_Level Marital Status Income_Category Card Category Months on_book T

Existing

0 768805383 45 M 3 High School Married 60K —80K Blue 39
Customer

Existing .

1 818770008 Customer 49 F 5 Graduate Single Less than $40K Blue 44
Existing ” _

2 713982108 Custorner 51 M 3 Graduate Married 80K—120k Blue 36
Existing N

3 769911858 40 F 4 High School Unknown Less than $40K Blue 34

Customer
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Stage 3: All MLops Life Cycle stages are configured and run from the platform- Experimentation, Models,
Artifact Storage & Registry

i Experiment Tracking: Each experiment will run and the parameters, metrics and artifacts will be stored for
reproducibility. Parameters such as RMSE, R2 etc. are logged for each experiment.

Applce 1.30.0 Experiments  Models GitHub  Docs

Experiments ®O pefault (] Shore
@ Track machine learning training runs in experiments. Learn more

| Default /8

Experiment ID: O

> Description Edit

& Refresh # Download CSV ¥ Created v Al time v
Columns ~  Only show differences e Q Search = Filter  Clear
Showing 19 matching runs

Metrics 3
1 Created Duration  Run Name User Source Version Models mae 2 mse score a
4 days ago placid-shar tarun anand D ipykemel. - [ sklea 0548 0.28 0713 o
| 3318 burly-squid tarun anand ipykemel.. Klom 0546 0.28 0.713 o
6.6 charming-d tarun anand 2 ipykernel 0548 0.28 0.713 o
2168 valuable-ap tarun anand 0 Ipykernel. o 0.546 0.28 0713 0
1.0min bald-sloth- tarun anand 2 ipykemel £ skie 0.546 0.28 0.713 o
1.6min bemused-h tarun anand ipykemel. B s 0546 0.28 0713 o

437s gaudy-asp tarun anand 0 ipykernel. s 91.16

160min  thoughtful tarun anand 2 ipykernel =g: 90.82

3.08 worried-sm tarunanand 2 train.py 061093 £ o 0.667
37s painted-bu tarunanand ) train.py 2ef093 oE 0627 0.109 0.793 o
256ms magnificent..  tarunanand train.py 261093 oE 0627 0.100 0.793 o
249ms narvous-ya tarunanand 0 train.py 261093 w Ela 0627 0.100 0.793 o
237ms sneaky-bea tarunanand 1 train.py 201093 SE 0.627 0.109 0.793 o
244ms dazzling-fis. tarunanand 2 train.py 201093 54 0827 0.109 0.793 0
225ms stylish-grou. tarunanand ) train.py #ef093 o 0.827 0.108 0.793 0

ii. Model Registry: Version wise deployment registry of models. Each model can be tagged for deployment
in staging, production or other deployment environments.

ApPPICe .

Experiments  Models GitHub  Docs

Registered Models

© Share and manage machine learning models. Learn more

Create Model e q Search

Mame *  Latest Version Staging Production Last Modified Tags
BankChurner Version 4 Version 2 Version 4 2023-01-04 10:122:52
ElasticNet 2023-01-03 20:16:10
ElasticnetWineModel Version 10 Version 3 2023-01-04 10:09:54 stage:Production

1

10/ page
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GitHub  Docs

Registered Mode BankChurner

BankChurner

d Time: 2023-01-04 00:50:30 ast Modif 2023-01-04 10:22:52

> Description  Edit

> Tags
v Versions L Active 2
Version Rogistered at +  Created by Stage Description
@ Version4 2023-01-04 00:55:46 Production
@ Version3 2023-01-04 00:52:09 [ Archived |
(@) 2 2023-01-04 00:51:36 Staging
@ Versior 2023-01-04 00'50:30 None

iii.  Artifact Storage: Models are stored in serialized formats for easier deployment using CI/CD tools.

Appice

GitHub  Docs

Default » gaudy-asp-182
gaudy-asp-182
RunID: 4ff804149ca042c8bc2c89d184174dcc Date: 2023-01-0400:55:42 Source: L ipykernel_launcher.py

User: tarun anand Duration: 43.7s Status: FINISHED

Lifecycle Stage: active
> Description Edit

> Parameters

~  Metrics (1)

Name Value
score |~ 91.16
> Tags

> Arifacts
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AppICE’ 1.30.0 Experiments  Models GitHub  Docs
Default » gaudy-asp-182
gaudy-asp-182
Run ID: 41{804149¢a042¢8bc2c89d184174dce Date: 2023-01-04 00:55:42 Source: L ipykernel_launcher.py
User: tarun anand Duration: 43.7s Status: FINISHED
Lifecycle Stage: active
> Description Edit
> Parameters
> Metrics (1)
» Tags
v Artifacts
B mocel Full Py 041 2c89d1841 g @ BankChurner, va
B MLmodel Registered on 2023/01/04
B conda.yaml
[3) model.pkI MLflow Model
[ python_env.yam|
The code snippets below demonstrate how to make predictions using the logged model. This madel is also registered to the model registry.
[ requirements.txt
Model schema Make Predictions
Input and output schema for your model. Learn more Predict on a Spark DataFrame: a
N Trpe import mlflow
from pyspark.sql.functionsimport struct, col
logged_model uns:/4ff804149ca@42c8bc2c89d184174dcc/model "
MLflow docs
# Load model as a Spark UDF. Override result_type if the model does not return double valu
loaded_model = mLflow.pyfunc.spark_udf(spark, model_uri=logged_model, result_type="doubl
iv. Inference: Ready to use inference system in batch or APl mode.
Make Predictions
Predict on a Spark DataFrame: ]

import mlflow
from pyspark.sql.functionsimport struct, col
logged_model = 'runs:/4ff804149cad42c8bc2c89d184174dcc/model’

# Load model as a Spark UDF. Override result_type if the model does not return double valu
es.

loaded_model = mlflow.pyfunc.spark_udf(spark, model_uri=logged_model, result_type='doubl
e')

# Predict on a Spark DataFrame.
df.withColumn('predictions', loaded_model(struct(*map(col, df.columns))))

Predict on a Pandas DataFrame: d

import mlflow
logged_model = 'runs:/4ff804149ca042c8bc2c89d184174dcc/model’

# Load model as a PyFuncModel.
loaded_model = mlflow.pyfunc.load_model(logged_model)

# Predict on a Pandas DataFrame.
import pandas as pd
loaded_model.predict(pd.DataFrame(data))
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Data driven Personalization

1.LTV-Based Predictive Audiences

Our Al predicts every user’s future value and propensity, allowing you to generate and activate better, smarter
audiences -leverage user-level intent and LTV predictions to acquire more customers like your best one, easily
generating real-time audience seeds for lookalikes.

Predictive Audiences enables you to scale prospecting campaigns without compromising ROI, by cutting
down the wait time from acquisition to manifested value, usually weeks to months.

Value Engine i

Cohort
acquisition

06 Jun

2.Next Best Action

Predictive modelling and optimization based on ML/AI triggers, previous interactions to find the best offers
or products which have a higher propensity to be consumed. Power engagement or loyalty programs with
web/app usage data, purchases, loyalty status, card status, account status, inflow/outflow to make the
optimal offer for each customer.

Machine learning algorithms predict the probability of a customer’s action by learning patterns in historical
data consisting of explanatory variables and known outcomes. Without data points of known variables and
outcomes, such a model cannot be built.

3.RFM Analysis

Understand which users are at risk and which need to be rewarded basis the behavior and interactions.
Campaign performance data is used in real time to build RFM segments. This is used in case transactions
happen on the site or app.
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RFM - Customer Count Pltform Al - Pered  February 10,2021 - March 11,2021 v
hibemating (28 8%)
atrisk 16.9%)
15.2M ~76%

" A Evering Night Mideight
[ s 7 1 3 18
® 57 . 3 0

S o _

4.Churn Modelling

Churn Prediction Model is a predictive model that calculates, on an individual customer basis, the
likelihood (or susceptibility) that a customer will stop doing business with the company. It gives you an
indication, for each customer at any given time, of how high the risk is that you will lose them in the future.

It’s a binary classifier, which means that it divides customers into two distinct groups (classes) based on
whether or not they leave the company. In most cases, in addition to placing them in one of the two
groups, it will also tell you the likelihood that the customer is a member of that group.

Importance: Churn

Contract: Month-to-month -
TotalCharges -

tenure -

InternetService: Fiber optic -
Cluster

B
K

MonthlyCharges -

Features

TechSupport: No - . 3
-
OnlineSecurity: No -
Contract: One year -

PaymentMethod: Electronic check -

StreamingMovies: Yes -

0.50
Importance

o
=)
5]
o
N
@
o
S
@
-
=)
5]

Note: Additional models as per bank’s requirements can be built on mutual agreement.
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Segmentation

Both transactional and behavioural data is used to generate segments for targeting:

CDP: Building User Segments

AllFillurs
Suarul all wvailasl 1o

‘ B Ak~ art

Everte
Evers parommied by cistomers Propersily Fane_lea
vser Traits b3 T home 021 cusiome-s
Properties rzlates 2 the user
Computed Treits B Browess FD rates
Bu v nebics o uss andlile
= [p—
Upinad Segmant

Laload a f ke obuiz s udience
7 wallia ok Ls2r

SEGMENTS:
Can be a combination of

Behavioral Events

Computed Traits

Upload S5egment

o Events Data: From DBP & DLP, ingested via Appice SDK
o User Traits: User parameter ingested via Appice SDK e.g Device, first seen, location
o Computed Traits: Transactional data ingested via oracle queries on CBS

) Events
@ Events performed by customers

o, User traits
= Properties related to the user

Computed traits
Build new metrics on user profile

Models
Machine learning models

Events of DBP Journeys
Events of DLP Journeys

Device parameters
App usage details
Location & GeoFence
ML computed values
Custom variables
Events of DLP lourneys

Surn sum of all enline debit Trnx in last 30 days
Surmn of all customer arder values

Average Average session time of a user

Count Count of online Trnx. in [ast 60 days

Maost Frequent  Most Frequent category visited

Find most frequent property value of an event
First First page a user visited
Last Last product a user viewed

List of customers

B Create auser trait
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Appice Jugnoo «
@ Audience/Create
a Y | Create segment Discard
O
o Segment name Segment description Segment Size

]

Q ]
©w
[+ Query  Trait  Models
< And
e Usertrait  Usage
Where  Last Seen vV Greater Than v 3 Days ago
And
Has m j
FDOpen v v +Time window
@
. attribute
= hen did n X m
»
attribute
+ Add Condition

I. Behavioural Segmentation

AppICE is built on the premise that the user journey is a combination of who they are, what they are doing, when and
where.

WHO : User Properties such as First Seen, Last Seen, Session Length, Android or 10S users etc.
WHAT : User behaviour on the app with all the events listed above.

WHERE: User location or based on Geo parameters

WHEN : Basis Time of usage

Using these parameters, an audience segment is created. Each audience segment has a ‘reach’ which gets defined by
the number of users which fulfil the ‘segment’ criteria. When the campaign segment is activated, various controls for
sending the campaign are available such as

Frequency : Number of times the campaign is shown in x time limit
Date Range

Send Now or Delay

Days of Week

Time Range for sending campaign

vk wnN e

Micro segments allow brands to run hundreds of experiment’s on what strategies are most likely to convert
customers.
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Query

And

Trait Models

Has performed From journey v

FDOpen v atleast 2 times X inthe last 7 Days
+attribute
= and thendid not perform FD_Topup_Done v X +Time window

+attribute

+Add Condition

Examples:
FD Journey Dropoff

@)

O
O
O
o

Using events data from FD Journey, various stages of the journey are available on the panel :
Use FDOpen as the start point of the Journey

Add Frequency and Time duration

Add final step of the Journey by selecting and then did not perform e.g FD_Topup_Done
Add time window, which is linked to the event selected previously e.g FDOpen

Il. User Traits
Audience can be created on the basis of User properties like Device, Profile etc.

Y Create segment

Segment name Segment description

Query

Trait Models

Usertrait | Q|

Profile

+Add Condition Device

Usage
Location

Custom Segment

Business users can also upload audience segments on the dashboard via csv files. These csv files can be transferred
from SFTP location.

lll. Computed Traits
Transactional data from C360, is used to perform functional computation on CBS (or other data sources) data fields.
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Appice Jugnoo ~
@ Trait name
— High Value User
i
Query Trait Models
oo Perform a computation on events or a column. This computation acts as a new column and can be used to build a segment of users
(&3] Select table Customer
G Identity column Mobile number
- B
ﬁ Function
Disbursal amount of lo v Greater Than
AND
Where Avg balance of month

& S o/

» +Add Condition

Run computation over last days
Calculation summary
Count of customer where SUM of I-1d > AND a—avm BETWEEN

Expected time to compute 1 2hrs &

BUILDING COMPUTED TRAITS
You can use computation on the transactional data to build ‘computed traits’ and these set of customers can be
included in a ‘segment’.

Functions used in calculations: SUM, AVERAGE, MIN, MAX,COUNT
Let’s understand the use of this functionality via the following requirements:
Examples:

i. Those customer who have loans > $ xx amount
Using compute function: To include all the customers who have loan amounts ( from multiple loans or single loan)
greater than $ xx:

o Use compute function <SUM>

o Select col ‘Disbursal amount of loan’ is <greater than> S xx

ii. Those customers who'’s average account balance is between $ xx — $ yy amount

Without compute function: Include all customers who may have multiple accounts, but a single CIF
o Do not use compute function
o Select col ‘Avg balance of month’ <is between> S xx to S yy

iii. Loan disbursal amount by SCHM_TYPE

o CBS Fields like SchemeType has multiple Account Types such as SBA , CAA, CCA, LAA, ODA, TDA
o These values become available in ComputedTraits when building a Trait
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All

£ o

Function SUM

IV. Combine Customer 360 data

Where Disbursal amount of loan % Creater Than
+ Compute
Where Account Type % Equals

v 100000 x

v SBA X

Combining all data in golden record to take engagement actions

Appice
(o) Home

[=] pashboard

7] Setup Apps v
L users ~

Customer 360

Audience segments | Query
L0 Acquisition v o
(~ Analytics v And

Engagement v

< DataTransformation

5} Settings v

‘: Y \ Create segment

Segment name

Trait Models

User trait Location v
Where  Geo-fencing v
+where

Has performed

FDOpen v

+attribute

= andthen did not perform FD_Success

+attribute

Segment description

OnEntry

Fromjourney

Riyadh mall voo2
v + Time window
vox +Time window

Hours

Discard ESENEEELINE

Segment Size

0

&

Count of customer where a—ccolm < 5

+Add Condition

Jugnoo v

[s]

i
i
il
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Appice Jugnoo «
(2] Home
=] Dashboard
- Y Create segment [l Save segment
7] Setup Apps v
2 users N Segment name Segment description Segment Size
0 L O
Customer 360
Audience segments | Query  Trait  Models

L0 Acquisition v

(~] Analytics v And
— Usertrait  Location
[#-] Engagement v
h Geo-fencing OnEntry v Riyadhma / Hours
£ DataTransformation Where O-fencing v nEN v iyadh m: Vo2 i
And
Has performed From journey
FDOpen v atleast 2 times X nthelast 7 Days
attribute
€3 settings v
« = and then did not perform FD_Success vox since 1Days of FDOpen
+ attribute
Count of customer where a—ccolm < 5
+Add Condition

The following functional dimensions allow segment construction to enable various use cases:

Data Type Example

Behavioural Events

Past Events, Live Events Events & Attribute captured by SDK
Customer who has started the ‘Deposit’

Example: Events of a journey e.g journey at least 2 times in the last 7 days And

FDOpen, FDSuccess did not complete the ‘Deposit’ since 1 day of
FDOpen

Frequency Functions for Events At least, At most, exactly
In the last, in the next, before, since,after x

Time Functions for Event Time unit in Seconds, Minutes, Hours, Days,
Weeks, Months

Equals, Not equals, contains, In(set operator),
Not in(set operator) , Starts the string, Ends
the string , Does not start the string, does not
end the string

Attribute Functions

Did Perform, Did not Perform
Function

User Traits
User Profile Language, User ID etc

Device
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First seen , Last seen, Session count, Total

Usage session, Notification permission
Location City, District ,State

Location - Geo Fencing Entry, exit

Custom Segment ClientID, DevicelD, Email, Mobile
Computed Traits

Compute Function Sum, Min, Max, Count, Average

All Transactional / Demographic / Product
Data Fields usage fields in Customer 360

Customer Experience Platform (CEX)

ApplCE (CEX) is an Omni-Channel MarTech Platform designed especially for Banks and Financial companies
with a Pll preserving architecture. Our platform is designed to deliver real-time, one-to-one personalized
communication, with a powerful segmentation engine, and a suite of engagement tools, to create amazing
user experiences.

Historical Engagement

Product Catalogue

Al analytics
Transactional
Loyalty -@
Persona
POS
CRM o Intent
= Context

~——
Q@

° Mobile

Email
Mobile messaging

Contact centre

Digital advertising
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Features
The integrated solution supports every aspect of mobile or web engagement, retention and monetization
by delivering:

o Real Time Analytics to uncover App and Web engagement

e |Intelligent insights to track CX and behaviour on digital assets

e Powerful segmentation tool

e Templatized Campaign Builder for all Channels

e Notification engine for

o Behavioral Notifications (events data from AppICE SDK)
o Transactional Notifications (data from CDP)

Omni Channel Personalization on :
o Push

In-App

Mobile App-Inbox

Web Push

Web Pop-up

Email

SMS

WhatsApp

O O 0 O 0 O O

Advanced Push Notifications

Normal Text

Text (with Emojis)

Expanded / Banner

Video/ Animated GIFs
Carousal

Comprehensive server-side attribution
Multivariate (or A/B) testing

Heat Map Analytics

0O O O O O

Collaborative and Competitive intelligence of Apps on device(Android only)

Proximity based geo marketing solutions
Nudes & Walkthrough

Omni Channel Notifications
Engage users across mobile, web, and the in-app experience

Campaign Optimization
Purpose-built tools for optimizing all of your campaigns

Journey Orchestration
Visually build and deliver omnichannel campaignsin seconds

Personalization
Connect with audience in moments that matter

[}

Real Time Segmentation
Create actionable segments with ease and perfect your

targeting

Campaign Analytics

Real-time analytics to uncover user trends and track behaviors

Lifecyde Optimization
Cuided frameworks to move users acrosslifecycle stages

App Inbox
View all notificationsin App Inbox
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Key Differentiators

Speed & Scale: We have one of the fastest data platforms based on materialised query architecture;
which incrementally maintains the results of SQL queries as in-memory materialized views, providing
low latency for complex transformations.

Hybrid Deployment Architecture: The only platform with both On-Premise & Cloud deployment model
that meets the stringent requirements of Bank's security posture and regulatory compliance.

e Cloud Deployment for Fast Pilot and Testing

e On-Prem Deployment for Secure, Compliant Production Environment

Zero PII Architecture: Central Notification System (CNS) enables Enterprise Application Integration (EAI)
e Integration with legacy banking applications, like CBS, CRM, Data Warehouses/Data Lakes
e Connect the enterprise systems with modern analytics and engagement systems through a
single API or file based secure integration.

Comprehensive server-side attribution
e Measure your advertising campaigns efficiency using our attribution module.
e Fraud prevention in advertising attribution

Collaborative and Competitive Targeting of Apps

e An Industry First Solution to target users based on similar services being used for e.g. other
Banks, Fintechs or digital services like e-commerce (Android only)

® Bring back customers who are fence-sitters or using your competitor's services.

Proximity based geo marketing solutions
e Use Radial/Polygon based geofences that are best suited to real world environments
o Use Dwell Time and Real Time targeting

Patented Solution for User Interests and Demographics Intelligence
e Uses standard Smartphone sensors to extract intelligence
e Privacy and regulatory compliant
e Based on US Patent 20140179270
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Campaign Workflow

Appice

Home

Dashboard

Select Engagement Tool

Jugnoo =

Select Audience Launch Campaign

©| Setup Apps ~
p App:

Transactional Campaigns
‘Web Push Reports <

UTM Builder

9 chum Web Push

Settings

Loyalty v

Documentation v
«

In-App Survey

Campaign Process

Steps

1.Define user journeys and use
cases for engagement

2.SDK Integration

3.Events Data

4.Build Segments

5.Select Campaign Type
6.Build Campaign

7.Build Campaign Variants
8.Define Campaign Schedule
9.Taking campaigns live
10.Campaign Analytics

ORI =

In-App SMS Email

Web Popup WhatsApp In-App Rating

o=

Landing Page

Methodology
Events & Attributes foreach user- journey

App & Wen Dev teams integrate SDK which captures interactions
with Ul.

All actions performed by users are captured in real-time e.g. App
open, page browsing, select product, add to cart, buy product,
exit.

As per engagement use cases e.g [ customers who did not log in
in past 30 days and have made a FD in last 30 days and ...]

App Push, In-App, Web-Push, SMS, Email

Edit previous campaign or build a new one — Headline, Image,
Body Copy, CTA, Button colour , Deep Link, Language, Special
parameters etc.

For A/B test

Date of campaign, Time, When to make live

Move campaign from Draft to live stage

See analytics in real-time to iterate

The platform offers various engagement channels such as Push, In-App, Web Push, Web Pop-up, Email,
SMS, WhatsApp. Once the channel is selected, one can start building a campaign with multiple variables:
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Example:

Push Campaign: Creative and Parameters

Push notifications provide the capability to communicate brief, yet important alerts to your mobile app users.
Appice’s rich segmentation and powerful infrastructure lets you send time-sensitive, relevant, and personalized push
messages on a large-scale. Al/ML also filters out any irrelevant/inconsistent/obscene words.

The Push Notification module on the Appice dashboard under Campaigns makes it easy to set up push campaigns for
all your users or specific user segments. These segments can be created on the basis of past or live user behavior,
user properties, or a combination of user behavior and properties.

Once a campaign has been sent, you can view detailed reports on how many messages were sent, how many users
clicked on them, and how many users converted as a result.

Push notifications display in the notification tray or the notification inbox of the user as displayed below.

Appice @ @ wugnoo -
ft Home
a Select Engagement Tool 2 Select Audience 3 Launch Campaign
Dashboard
é] Setup Apps v
Users h 5] o . :
© Android alos Push Notification Settings
by Acquisition v
Analytics v .
Engagement ~ Create New
Push notification h
Campaigns | Template Name
Push notification c
Transactional Campaigns
Expanded Text Yes N[
Web Push Reports
UTM Builder Expanded Image s m
@ churn Action Yes m
53 settings
External URL/Deeplink URL
Documentation v
URL Type Landing Page [MBEIEIN1S
«
Custom Data Yes m
Sound Vibrate Increment Badge
Special Attributes Yes m Yes m Yes m
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You can follow these steps to create a new Push campaign.

On clicking Push notification, it takes you to next page, where you can put basic
details, such as Template Name, Expanded Image etc. Then click on Submit — Next.

Appice saru -
(2} Home
[=] Dashboard v Create Message
7] Setup Apps v
Push campaign rﬁ
2. users v 09:20 o 3% il
[0 Acquisition v
= g
© anaiis v Templtename b
[#] engagement .
Campaigns Header
Transactional Campaigns
Description
Reports.
Funnel Reports
Template
Expanded text a No Expanded image m
UTM Builder
Expanded text description
Xmit Al
¢ Chumn
v
¥ Loyalty Buttons es u
£} Ssettings ~
Advance settings >
Manage Modules
User Management . /
App Setting
' Android 4 I0s

Select Existing Template - You can type and search for an existing template from the

dropdown or you can create a new template.

Template Name - Name of the new template.

Header - Title of the push notification.

Description - Description of the push notification.

Brand Icon : 60x60

Expanded Image -

Yes - Expanded image should be shown, additional to icon, headline & description in Push received on device.
No - Expanded image should not be shown.

Expanded Image size: (w)600 x (h)300
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Expanded Text -
Yes - Expanded text should be shown, additional to icon, headline & description in Push received on device.
Description to be put in the Expanded text description textbox.

No - Expanded image should not be shown.
NOTE: Push is received with headline & description on device. On scrolling the ‘arrow’ icon, it should show Expanded image or
Expanded text.

Advanced Settings -

Advance settings v
URL
Custom data Yes m

Soung Vibrate \crement badge
Special Attributes und viorate Increment badge

URL - Landing page is an external URL where your user will land upon clicking the notification. Deep links allow you to
land the user to a particular part of your app. If you want to use external URLs, then you have to whitelist the IPs or
provide http/https before the URL so they can be handled properly by the SDK.

URL type -

Landing Page - If selected, on clicking the notification, it should take to external URL, which is put in the option
below.

Deep Link - If selected, on clicking the notification, it should redirect to a specific product screen within the app.
Custom Data -

Yes - This is valid only with the Deeplink option. It does not affect even if it is put with a Landing Page URL. On clicking
notification, it should take you to a specific target screen.

No - No custom data to be put.

Numbe

» Image
NOTE: This is applicable for the Appinbox feature.

Special Attributes -
o Sound - Notification to be received with sound.
o Vibrate - Notification to be received with vibration.
o Increment Badge - Show badge count on App icon. Applicable for iOS only.

User interaction with Push notification
Once users receive Push notifications on their devices, they can either:
® swipe to remove the notification, or
e scroll down to read the full notification, or
e scroll down to see the rich pus,or
e clickto go to specific screen within the App or any external URL
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ol LTE €

Monday, 24 April

11:42

Mon, 24 Apr -~ r
No events today

Your day is clear

Rich or Advanced Push Notifications

® Show & Tell for Push Messaging
e Marketers have power to paint a picture on their lock screen in addition to text
e Engage customers more deeply by including photos, videos, gifs
® Provide a richer and more actionable experience
18:40
Tue, Nov 8
= (1 (2
o
Inbox & Inbox
m now
WMl VESTIAIRE COLLECTIVE

Spice up your cuisine with Smiles!

Spice up your cuisine with Smiles!
nov able on ta y!

now available on takeaway!

Same-day
delivery from
stores you love.

i

m
Silent notifications

Spice up your cuisine with Smiles!

ailable on tak
% System Ul - Charging this device via USB

X

& System Ul - USB debugging enabled + 16m

Last day!

Gucci bags for under $500! Shop backpacks,
clutches, travel bags, and more... &
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There are four steps to Send a Rich Notification:

1. Choose your audience
2. Create message

3. Add media file or URL
4. Review and launch

Appinbox

App Inbox is a messaging channel that provides the ability to deliver rich, individually customized content to your

users. Messages that are sent to App Inbox are saved on the user's device.
Push notification and in-app campaigns are great for grabbing the app user's attention, but they are short-lived. Once
swiped off, they lose their ability to engage the customer. If the user is not online or is busy, you lose the opportunity

to engage with them forever.

App Inbox provides the ability to send lasting content directly to your app from the CleverTap dashboard. Moreover,

the inbox messages are targetable to individual segments such as other messaging channels. Your inbox can look
different from the inbox of another user; the possibilities are endless.

Appice 3ppICE admin ~
{a) Home All campaigns/create/push
[=] pasnboard © create Message © setect audience 3 Launch Campaign
7] setupApps v )
Campaign Name DelveryType | 2]
9, users v L
i Al |AII
Acquisition v
L0 Aca Category Engagement Date Range .
(] Analytics v DirectPush
— InboXOn!
[ engagement ~ App Inbox Expiry Display i
Campaigns
Transactional Campaigns
Appice appICE admin ~
~ A N
{a) Home All campaigns/create/push
[=] pasnboard © create Message © setect audience 3 Launch Campaign
7] SetupApps ~
Campaign Name Delivery Type Al
O, users v
Acquisition v
LD Ace Category Engagement Date Range to
(=] Analytics v
[ togemant. ~ | opboxsony pir [ o 8
Campaigns Oct 2024
F—— wotere e [
Transactional Campaigns S Mo Tu We Th K Sa 12 00 AM
Reports o1 o1 PM
A 02 02
Funnel Reports Frequency Ci
03 03
Template Show this notificat ” o 0 Minutes
UTM Builder ‘7‘ 05 05
2] 25 26
Interval between mi = o6 o6 Seconds
Kmit Al 27 28 20 30 3
07 o7
77 Loyalty v

¢ DataTransformation

Exclude this campa

Push Amplification  Now

08

08

User interaction with App Inbox messages
Once users receive messages in their App Inbox on their devices, they can
e read the messages
e click the messages to go to specific screen within the App or any external URL
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< Notifications

Alerts (0) Offers (2)

Today
Flat Rs. 150 Cashback on Milk Basket! >
Get Flat Rs. 150 Cashback on Milk Basket. Min.
Trxn.: Rs. 3,000. Validity: 18 - 22 Oct'24. T&C
Apply.
1 day ago
Flipkart's Big Diwali Sale: LIVE NOW§ ' >

Get 10% Instant Discount at Flipkart's Big Diwali
Sale with your SBI Credit Card. Validity: 21 - 31
Oct'24. T&C Apply.

In-App

In-app notifications are pop-up messages that are shown to the user while they are inside your application. These
notifications are useful where we want to show contextual messages, such as discount offers while the user is within
the application, OR where users have turned off push notifications.

The In-App Notification module on the Appice dashboard under Campaigns makes it easy to set up In-App campaigns
for all your users or specific user segments. These segments can be created on the basis of past or live user behavior,
user properties, or a combination of user behavior and properties.

You can trigger a message based on an action. Users receive messages when they perform an action in the app
instead of waiting for the next app launch. It makes the messages more contextual and increases conversion.

Appice Saru «

() Home
=] bashboard v Create Message

2 setupApps

2, users v In app campaign 0920 ) 2Tl
LB Acquisition v
& anaytics v
() Engagement . Template name
— o
Reports Interstitial Mir Header Footer
Funnel Reports Set calltoaction ® N
Template
— - 3
UtwBuier
ot Actintite Close
' .
Loty urtype Lanangpace [
Close
4 Data Transformation
External URLIDeeplink URL
@ settings v
B} oeementsson Colors ] [ [ [ N —
Henterts Descrptote Backgound ctontitet s
%
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Appice
() Home
=] Dashboard In app campaign 092 ® ivum
7] setup Apps v
2 Users N
L0 Acquisition v Template name
Aﬁo

(=] Analytics v

Transactional Campaigns

Reports
Funnel Reports Tapaction
Template
- -
UTMBuilder
. Actiontitle Close
77 Loyalty v Urltype L =
& Data Transformation
External URL/Deeplink URL
Settings v © Android JCEES

) Documentation

o - - - -

Select Existing Template - You can type and search for an existing template from the dropdown or you can create a
new template.

Template Name - Name of the new template.
Set Call To Action - If this is selected, you will see the Action Title and Action URL, otherwise not.

o Action Title - Action to be performed/button to be placed on In-App notification. For example, the Close
button has been put on the In-App screen, in the above case.

o URL Type - Landing page is an external URL where your user will land upon clicking the notification. Deep
links allow you to land the user to a particular part of your app. If you want to use external URLs, then you
have to whitelist the IPs or provide http/https before the URL so they can be handled properly by the SDK.

o External URL/Deeplink URL - On clicking the Action Title, what action should happen. For example, it should
take to the respective screen within your app or it should to some external URL.

Tap Action URL - Put a URL where the user should land on clicking an In-App.
Custom Data - Put deeplink where the user should land on clicking an In-App.

Colors -
o Header Text - Color of header text. It should be in Hex Code like #RRGGBB.
o Description Text - Color of description text. It should be in Hex Code like #RRGGBB.
o Background - Color of background. It should be in Hex Code like #RRGGBB.
o Action Title Text - Color of action title text. It should be in Hex Code like #RRGGBB.

In-App Description - Description to be shown along with icon. This is applicable for Header & Footer views only.

View (Interstitial, Mini, Header, Footer) - How you want to see your In-App i.e. whether on full screen or in header
or in footer or between the screen.

Interstitial (Full Screen) - Uploaded image/gif to be shown as Full Screen. Image dimensions need to be in between
(w)480 x 800(h).
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In app campaign 0820 o ;e.-..m

Template name

View l

Set call to action

‘Custom data Yes m
- - -

Header Lext Description text Background

© Android ¢ 108

Mini - Image/gif dimensions need to be (w)400 x 400(h).

In app campaign 20 @ iTum
Template name |
I~
View
-
Interstitial Mini Header Footer

Set call to action

Tap action url

Customata - 3
- - -
Header lext, Description text Background

Close

© Android & 10S

Header - Image/icon dimensions need to be in between (w)60 x 60(h) and (w)96 x 96(h). Message characters need to
be 80 characters long.

In app campaign 050 ° x-e..n-

Template name
View -

Interstitial Miny Header  Footer

Inapp description

Tap actionurl

Custom data Yes u
- - -

Header text Description tex! Background

Footer - Image/icon dimensions need to be in between (w)60 x 60(h) and (w)96 x 96(h). Message characters need to
be 80 characters long.
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Inapp campaign

Template name

View

ntersttial  Min Header  Footer
In app description
Tap action url
Gustom dta - 3
- - - 20
Header text Description text Background
Close © Android G 1os

In-App notifications display inside the app, as displayed below.

HOME LoANS
Aarl f attractive products

that your wish of sweet
dbn

Now own a bigger home at smaller EMis..

Get attractive and preferential rates.

HOME LOANS
attractive products
your wish of sweet

User interaction with In-App notification

Once users receive In-App message on their devices, they can either click on:
e X button to close the In-App notification, or
e CTA button to go to specific screen within the App or any external URL

Copyright © AppICE 2024



Appice

Creative Sizes: Basis Channel

12:00

W

ol T @)

o B

-

' 10% INSTANT DISCOUNT"
- at Amazon.in

~ Keep Your SBI Card Ready!
* Activate Domestic Online Transaction

S.No. | Channel Creative Type Image Size File Size
(Max)
1 Push Notification Icon Between (w)60 x 60(h) and (w)96 x 100 KB
96(h)

Expanded Image (w)600 x 300(h) 500 KB

2 In-App Notification | Interstitial (image, gif) | (w)480 x 800(h) 500 KB
Mini (W)400 x 400(h) 500 KB
Header (w)60 x 60(h) and (W)96 x 96(h) 100 KB
Footer (w)60 x 60(h) and (w)96 x 96(h) 100 KB

SMS Campaign: Creative and Parameters
Sometimes depending on the capability of the Gateway providers, we may need to use webhooks to trigger
campaigns. Here are the steps to follow:

Steps to configure the webhook:
e Appice will Trigger a Webhook.

e Get the following details from [ vendor] APl endpoint for sending SMS. For example:

o [vendor] SMS API Endpoint: https://api.abcdxyz.com/smppsend
o Add the necessary parameters for sending the SMS:
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= username: Your [ vendor] account username
« password: Your [ vendor] account password

» to: The recipient’s phone number (you can use a Appice contact property like

{{contact.phone_number}})
» from: The sender ID you configured in [ vendor]

» text: The SMS message content (which can also be personalized using Appice contact

tokens, e.g., {{contact.firstname}})

Here’s an example of how the webhook payload might look:

{
"username”; "your_username”,
"password": "your_password”,
"to"; "{{contact.phone_number}}",
"from": "YourSenderlD",

"text": "Hello {{contact.firstname}}, thank you for signing up! Your order is confirmed.'

Appice

' Home

Dashboard Select Engagement Tool Select Audience

4] Setup Apps v

SMS Campaign

Users v

Analytics v Hi, Open a zero balance savings

Acquisition v

[«

Savings bank account Bank new

& Create New
account. Apply online and get a
Engagement -~ platinum debit card with your new

account!
Campaigns
. . Message Text
Transactional Campaigns

Template Name Savings bank account Bank new

Jugnoo +

Web Push Reports

UTM Builder

@ chun

53 Settings
Loyalty v
Documentation v

«

Email

Hi, Open a zero balance savings account. Apply online and get
a platinum debit card with your new account!

Operationally, it’s a challenge to change email templates and content as it involves back and forth
between agencies and marketing teams. Once commonly used templates have been designed, marketing
users can create 100’s of new communication material with a drag-n-drop operation — and set up

newsletters for various segments in seconds.

Ability to predefine text blocks and image

A relationship between text blocks and images

Flexible text-fields that shrink/grow

Editable fields (both text and images) that can be altered
Video or rich media content
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Once commonly used templates have been designed, users can create new communication material with
a drag-n-drop operation. You can set up newsletters, FB advertisements, web banners, business cards,
Retail posters etc in seconds. Reduce back and forth on call and email to get to the right design and give
freedom to operating units to create on-brand work; every time.

Drag N Drop Editor

Appice Jugnoo +
A Home Template Name Email Subject
Dashboard BOI Shishu Mudra Loan-copy_5437 Fuel Your Business Dreams with Bank of India Shishu Mudra Loan! &
&] Setup Apps v
188 Users ~
,\ Actions  ~ © Show structure
Demographics
Audience segments BB CONTENT = rows B setTines
ok Acquisition ~ m
L0 Analytics v — —
— — -—
T= =1 =
ife Engagement ~ Dear Customer, -
Campelgns Dreams of entrepreneurship come In all sizes, and at Bank of India, we're committed TITLE DA“;S“A LisT
to nurture small businesses like yours. If you've paused your journey to start or grow
Transactional Campaigns your business, it's time to reignite that spark.
Web Push Reports Introducing Bank of India's Shishu Mudra Loan, tailored for small businesses with
loan amounts up to INR 50,000 = —
UTM Builder B E k _|:]
@ chumn BOI ’& IMAGE BUTTON DIVIDER
%3 settings
Loyalty v Em bl’ace
B Documentation v tl;l:e FUture @ ﬁ

SPACER SOCIAL ICONS
Access

Shishu Mudra Loan ‘

for your business
on our Website!

+ Hassle-free loan uo to

Follow this step to integrate Email service providers details in Appice Platform. This step ensures that all
emails sent through Appice will be routed via IBM-DBP infrastructure.

In the SMTP settings on Appice Panel, input [vendor] SMTP credentials:
e SMTP Server: smtp.xxxtmail.com
e Port: 587 or 2525 (for TLS) or 25 (no encryption)
e Authentication: Use your [vendor] API key as the password

RCS
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Appice

(2] Home

Message templates

=] casnsosra

Z] Setuphpps v
L
), Users - Whats App
L@ Acquisition v
- Template name Preview
[~] Analytics ~
usage
Events Showing 1talof 1a
Funnals
Journeys
Trends
[ engagemen -
Campaigns

Transactional Campaigns
Reports
Tempiats
UTM Builder
Xemit &l
5 Chum

7 Loyalty v

Category

1. Go to Engagement — Campaigns — RCS.

Appice

{2 Home ampaic rea

=] pashboard

7] Setup Apps ~ =
users v
L0 Acquisition v

(=] Analytics - Push

usage

Events

Funnals
Joumeys
Trends

[E] &ngagoment A

Campaigns

Web Popup

Transactional Campaigns
N
Reports {5‘)
Template
UTM Builder Facebook
Xmithl
£ Chumn

T Loyalty ~

2. Click Create New Campaign.

In-App

Google

SMS

In-App Rating

Status

Language

DS

Email

g

In-App Survey

Last updated

012024

Ramanema +

Action

Web Push

o

Landing Page

RamanNema
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Appice Ramarhema

{21 Home g
=] pesnboard v CreateMessage ———————— Select Audience Launch Cempaig
7] SetupApps v
Users v WhatsApp campaign
isers 8:41
LT acquisition v < .
Analytics - |
Language Category )
usage |
Events
Template rame [N !
Funnels |
I
oumeys
Templateid
Trands
[E] Engagemen N
Header Title opticnal;
Campaigns
Transactional Campaigns
Reports i
Tempiate 0 o =
Fie weo 2 mage
UTM Builder 5
Xmit Al Boay @i
A ;J
£ Lovaly v
Appice
(s} Home 3
=] Deshboard “ CreateMessage ———————— Select Audience Launch Campaigi
o WhatsApp campaign
o1
L0 acquisition v {
& () Privkins
(=] Analytics - d
. CardDispaten |
Usage
%e ) f
Events |
Template name
Funnals |
I
Joumneys
Template i
Trends
[] Engagemen s
Header Title(optional)
Campaigns
Transactional Campaigns
Reports Hemder
Template 0 [w] =
Fie deo ex nege
UTM Builder 5
Xmit A1 Boay Q@ :
£ Chum ;)
1 Loyalty ~

4. Select the existing template.
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Home
=] Dasnboars
7] Setupapps v
Users v
L@ Acquisition -
| Analytics -
Usage
Events
Funnsls
Trends

Campasgns
Transaetional Campaigns
Reports

Template

UTM Builder

xmeal

£+ Chum

P 1 =

Users =
L3 Acquisition v
': Analytics -

Usage

Events

Funnels

Journeys

Trends

jagement N

Campaign
Transactional Campaigns
Reports
Template
UTMBuilder
Xmit Al

&3 chum

Tr Loyalty ~
3 settings ~

[ bocumentation ~

Create Message

WhatsApp campaign
| Bara pispatcr
Language . Category

Tempiate name
Card Dispatch
Templated
43
Hesder Titlloptonal)

Header

/] (s

Bocy

Hi your new debit card will be despatched in the next twe warking d

Card

spatch
Template id
243
Header Titlefaptional)
Hey

Header

@JD‘?‘Q

Bady

Hi your new debit card will be despatched in the next two working days

Button 1
Visit website Track now
Dynamic httpsi//starsks.bankofindia.coin/ T

Add Buttan

w4
< o Proview
I
|
Hithere
|
| e ncticed you began your savings
(| Feurney it Bark of India but i pause
| ke

'S naves 100 late 10 testar, and we're
hera b maie i easier for you

Lat's resume your Savings journey
Togethe

Clck hers ta complele your s3dngs
asplication SOW,

'I o I

5. Select the Audience segment where you want to send WhatsApp messages to.

Appice

(2] Home
=] pasnooare
7] setuphpps v
Users -
L0 Acquisiion v
| Analytics ~
Usage
Events
Funnels
Journeys

Trends

Campaigns

Transactional Campaigns
Reports

Template

UTMBuilder

mit Al

7 Chum

v Create Message

sandesh-device

PranjalBhe

qqq

Tarun Mudra Loan

opoft use
Ak new Device ID
ABTest Audience

Select Audience

6. Go to Next Tab to put campaign details and Save the campaign.

RamanNema

Create New Audience Segments
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Appice Ramantiama «

{a) Home ampaigns/crea hatsa
=| Dashboara “ CreateMessage ——————— + SelectAudience ————————— + Launch Campaign
7] Setup Apps -
CampaignName WA TEST 0072024
Users -
Acquisiti v
L0 Acquisition —— n Dalivery Type A
[=] Anaiytics -
c T T t
usage Categary Engagement I Date Range o
Frgsgement
Events n
- (o
Funnels
Journeys
Trands Frequency Capping
[ engag - Show this notificatic 1 users,after anintervalof | 0 Minute:
Campaigns
Excue thiscampaign fomatimits - 3
Transactional Campaigns
Reports Interval between messages Seconds
Template

Number of times a campaign is shown in a session
UTM Builder

XmitAl Number of times & campaign is shown in & oy
7 Chumn
Number of times a campaign is shown across the ifetime of the
& Lophy . jumber of times a Gampaign is shown aci0ss the lifetine of the app
| Engagement -
Day Part
— |
Transactional Campaigns Al Week
Reports
PULEYR  Time Range Selected Time: B:00 am - B:00 pm
Template
UTM Builder
Xemit Al Scheduler
£ Coum hen do you want 1o Schedule this campaig
7 Loyalty »
Frequency Type None
? Settings v
) Documentation »
mpaign
= 9

7. Campaign can be seen in Draft campaigns. Click the ‘Active’ button to activate the campaign.

Appice Ramankiema =

{a) Home o

=] asnioara
Active Draft Past Period  Jul 30, 2024 131, 2024

7] SetupApps v

Users v A 10

L0 Acquisition v
=} Anatytics - Campaign details Type Audience Start date Enddate Action

010712026 10712024 v

usage

Events

Funnals

8. On clicking Active, the campaign will be activated and moved to Active campaigns Tab.
Appice Ramantiema =

{a] Home ampa
=] pasnooare
Active Draft Past Period Jul30, 2024 131, 2024

7] SetupApps v

. Users v N 10

LB Acquisition v

= mnatytics - Campaign details Type Audience Delivered Clicked CTR Conversian Start date End date Action

iandesh-device J ] ) 30/0712024 010712024

Usage o ; :
* 66 afCA IAC26A1B5015

Events

Funnels
Journeys

Trends

9. Notification will be received on the Audience device.
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4:35 ol T @

£ 61 sk Bank Of India &

(z) Resume Now !

Hi there .,

We noticed you began your savings
journey with Bank of India but hit pause
along the way.

It's never too late to restart, and we're
here to make it easier for you.

Let's resume your Savings journey
together!

application NOW.

2:34PM

I Click here to complete your savings

(2) Resume Now !

+ 0 ® 9

Webhook for callbacks for all channels

Sometimes depending on the capability of the Gateway providers, we may need to use webhooks to get
callbacks for campaign metrics like delivered, opened, bounced and unsubscribed. Here are the steps to
follow:

Steps to configure the callback webhook:
e Appice will create a Webhook.
e For example: Webhook API Endpoint: https://api.appice.io/i/V1/webhook?partnerld=1234&appid=4567
e [vendor] will call this webhook to inform Appice about the events.

Build Segment
Select prebuilt segments or create new from transactional / behavioural data.
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DAppice

Appice

A Home

Dashboard
t:3:| Setup Apps v
28t Users ~

Demographics

Audience segments

& Acquisition v

[0 Analytics v

1y Engagement -~
Campaigns

Transactional Campaigns
Web Push Reports
UTM Builder

@ chun

€53 settings
Loyalty v

[ Documentation v

Appice

A Home

Dashboard
4] Setup Apps v
20t Users v
o Acquisition v
[0 Analytics v
1» Engagement v
@ chun
{@3 Settings

Loyalty v
B Documentation v

Add Computed Traits or build a new Trait

Audience

Audiences

Name

MOTOROLA Moto G22v12
GOOGLE Pixel 4 vi2de
Black Friday Customers
Install vs Login

New Sigh-up to rewards
Frequent Fliers High Value
HUAWEI P20 Pro

GOOGLE Pixel 6

push p12 testing jan16

GOOGLE Pixel 6 Prov13

Showing 11to 20 of 2418 entries

| Audience / Create

l Create New Segment

Segment name

Query Traits Sync

And
Performed
BuyNow
+attribute
o
And
Yes
2\l OR

skuld Equals FD X

= and thendid perform

Description
test

test

Customer who purchased BF
Install vs Login

First time rewards sign-up
Those who do not use travel ca

test

push p12 testing jan16

test

Segment description

Fromjourney = AGL

Limit to users who do this event for the First Time

v £, Choose csv file

Syncs

80668«

O (

Range Created On
1 18/01/2024
1 18/01/2024
0 18/01/2024
0 18/01/2024
0 18/01/2024
0 18/01/2024
1 1710172024
1 16/01/2024
1 16/01/2024
1 16/01/2024

atleast 8 Days ago X

+Time window

= and then did not perform

+Time window

@

Jugnoo +

idience

Action

5

Segment Size

o

N

242 >

Jugnoo ~

8]
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Appice Jugnoo +
UBIBank Audience / All traits

{2} Home

Traits + New Trait

25 Connections >
S Audience Q
— NAME TYPE SIZE STATUS CREATED CREATED BY EDIT
(~J Analytics
; Churned users of Credit Card Count %SM Ready 2022-04-01 Mohd Siraj
| Models o
High LTV Cart Abandon Sum Processing 2022-05-15 Pinky
(=] MLWorkspace
Metro customer for Forex Card saL Ready 2022-06-15 Rohit
App dowenload last 15 days Count Processing 2022-01-17 Vishal
High Value Users - VIP sum w2 Ready 2022-10-17 Mohit
Appice @ Jugnoo «
UBIBank v, Audience / All traits / Create trait
) Home .
Y Create New Trait Discard
=< Connections >
Trait Name Size
< Audience High value user - Home Loan 8789 & O
%] Analytics
Query Splits Sync Traits
| Models
Perform a computation on events or a column. This computation acts as a new column and can be used to build a segment of users.
= MLWorkspace

Examples

Select Computation: | Count Count of FD made in last 60 days

Select Table: Retail user

Selectcolumn  pjigh home loan propensity

Where Customer_type is high_v.
[ Ano o
Where X
+ where
Run computation over last : days

[® Documents

S Settings

Scheduling
With date, time, frequency settings, day parting, optimization etc.

® Frequency Capping - Number of times the campaign is shown in x time limit. This can be set at campaign
level or global level.

e Staggered Send - Allows you to send notifications in batches.

e Optimization - Best Time/Best Device is the most optimal time to send a message to each user for a
campaign. This optimizes the notification send-time for each user based on their time zone and the
period they are most active with your application.

e Day Part - Allows you to send notifications at specific day/time.

e Scheduler - Allows you to schedule your campaigns to send on daily, weekly, monthly or on a
continuous basis.
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Appice

L

[

Home
Dashboard
Setup Apps
Users
Acquisition
Analytics
Engagement
Churn
Settings

Documentation

Optimization

Send time optimization

Day Part

LYWV Specific days

LUR: Time Range

Scheduler

v Select Engagement Tool

Campaign Name
Conversion Yes [Nl
Category Engagement

App Inbox Expiry

Frequency Capping

Show this notification 1
Exclude this campaign from all limits

Interval between messages

v Select Audience

3 % Jugnoo v

Delivery Type All

Date Range

Display \C'"A Delay

times to users,after an interval of 0

- 3

Number of times a campaign is shown in a session

Number of times a campaign is shown in a day

Number of times a campaign is shown across the lifetime of the app

Staggered Send

Maximum Batch Per Time Window %

Push Amplification

When do you want to schedule this campaign?

Frequency Type

None

Seconds

Time Window

Send to all devices

Selected Time: 8:00 am - 8:00 pm

e Launch Campaign

NOTE: Frequency can be handled globally across campaigns from Global Frequency Capping from App Settings:

Apple Push Notification

Firebase Cloud Messaging (FCM)

Common Setting - Development

@ Total push naotifications send up to

@D Refresh the Frequency Capping Daily at 00:00 GMT

Minimun delay between two notification: 2

Save

Web Push Notification (WPN)

Global Frequency Capping

Hour

Do Not Disturb
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Language Selection

Custom fields can be added as basis business requirements to execute all possible levels and types of
personalization. language based on preference (from the CDP, or based on acceptance and click rate, or
defined rules)

Embed Custom Fields

Field Name Default Value

Message Title Hi @First|
User Attributes y
First Seen
Message ~ First Name

Ent
First_DemoDateTime

First_Name - “
Student_First_Name

Message Summary

Enter message summa
(Optional) 9 4
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All campaigns/create/push

v CreateMessage ————— 2 Select Audience 3 Launch Campaign
Push campaign -
paig f 09:20 (-] ERT I \
Canara Bank-MultiLingual-Home Loan -
English X | Hindi X  Kannada X | Marathi X A -
DigiBank
Template name Canara Bank-MultiLingual-Home Loan e
Ml Welcome to Canara Bank, an Ideal &f
destination for Personal... 5
Header Welcome to Canara Bank 22160 o | 2o
© Bt
Description Welcome to Canara Bank, an Ideal destination for Personal Banking needs! We offer a [ -l

wide range of banking services like a savings account, FD, debit card

dem.

153/160
Expanded text Expanded image Yes N
Buttons Yes
Advance settings >

\. S

€ Android & 108

All campaigns/create/push

v CreateMessage ——————— 2 Select Audience 3 Launch Campaign
Push campaign .
paig r 09:20 (-] 37l = \

Canara Bank-MultiLingual-Home Loan i

English X HindiX | Kannada > | Marathi X A DigiBank
Template name Canara Bank-MultiLingual-Home Loan Deeyge ks

WM =050 2 a2 wt. myan aj
5

Header ahee)ele aedod® 16 /60
Description B O, B3 Tnod 93, T9,0hBt O FiBen evBadeeNTenss Bauer

médmaod [Elam] ma{tﬁuﬁ QOB B F52d DTV

1327160
Expanded text Yes m Expanded image No
Buttons Yes
Advance settings >

\ Y,
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Set conversion events

Set conversion event

Event Login

Periad {in hrs) Enter time period in hrs

Build Multi Step Campaign

™ eeyets Posr w
oo
[l Temiplate Tan w ..-l Syt jen -
L o8
= Templaie One - P Tesgiete B e
l_I \

{=

[ T ) oo

oe PR— -

MultiVariate Testing

The platform allows operating teams to perform multivariate tests, to figure out which campaign works
better. You can build multiple options to target a segment such as — Headlines, Images, Click button colours.
The platform then runs these campaigns on a small data-set and basis outcomes, activates the winning
campaign on the target base.

Build variants for test:
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1 Select Engagement Tool © select Audience

x x
gl Hind

Push Notification Settings

Select Existing Template #

Template Name
Expanded Image

Action

URL Type
External URL/Deeplink URL

Custom Data

Special Attributes

A/B Testing

o Launch Campaign

Create New

Yes

- 3

wiww.a.com

S -

- I

Select Language ~

- - K

oo [ oo

A/B testing allows you to compare different versions of any campaign. You can create & try different copy,
creatives, CTA, or any combination of these to make sure you have designed the best campaign.

Push campaign
08 May Advanced Push

Variant 1 X% Variant 2 X

Template name 08 May Advanced Push
Header 08 May Advanced Push
Description 08 May Advanced Push
Expanded text No Expanded image Yes m

Expanded text description

Buttons Yes m

Advance settings

Timezone & Geotagging

r 09:20

E DigiBank

08 May Advanced Push

;%‘ﬁllﬁ \

Send push notifications according to users’ time zone. Make your push messages well-timed for every

specific user and, as a result, more appealing.

ApplICE SDK captures location coordination (under OS allowed user privacy policies): IP address-based

location to send geo-fenced campaigns.
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“““““ = Visa Application o T4 e
Overhead L 0w Wy Y e
Map Satellite Tank . Bandra Kurla Complex, Bandra East, Mumbal, Maharashtre ¢ 4 |
MMRDA Grounds KURLA WESTS
AT Fer —
s % 9 X il
3, BAN URLA =
i c LEX 2
KherwadiPolice Station afgr Fot ~
A & RV
i o
0 US Consulate
9 General, Mumbai
EKTA SOCIETY % g
; Tehd
ipgoersiiaik waad Capital Kurla Cuu_r\f@
3 e
PATTHAR NAGAR ” : safimin
TeUR TR 1

Noori Masjid
. (Sunni Masjid)
MCA Club Kurla Gg_{;ﬂ‘g_ﬂ,@ y

IDFC FIRST Bank RO ] g oy
o ‘._‘4_11_“ Q LR = /i @ +
in fly High &

Bi

Guru Nanak Hospital
santsl @)

T

e Bank of India

Employees Provident

Goigle ganization Office EREMINAGAR
229N

_ Chunabhatti _ wmap data 2021 " Terms ef Use  Report a map error

Qi

Digital Asset Manager (DAM) or Content Manager

Appice DAM provides a centralized repository to streamline asset accessibility, ensure brand consistency,
and reduce content duplication. Tagging capabilities within DAM systems allow for quick categorization and
retrieval based on keywords, campaigns, or asset types, making it easy for teams to find and repurpose
content efficiently. This organization helps marketing, creative, and other teams collaborate effectively,
save time on asset searches, and maintain a cohesive brand identity across all media channels.

Instant search results - Supporting your need to find the right file fast, you can narrow your search in
seconds and enjoy full flexibility when combining different search criteria to find the desired result.

Customizable taxonomy - Add an adaptable folder, category, and metadata filter that reflects the way you
work or the latest initiatives the organization is working on. You can also add descriptive tags that make it

easier to locate assets using the search function.

Key Features

Online annotation & proofing: Add comments directly on to digital assets
Al driven Tag Management: Identify images, edit tags, check negative keywords
Intelligent search using Al + Human in loop

the most up-to-date file versions are made available for download
e Templatise communication assets: Streamline creative asset creation

Smarter version management: Version control helps designers and brand managers ensure that only
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Appice s -
2 | Media Library (oo

& folders - £ assets

{ii

Sertby - = Fllters a

Folders

articles Lovers Pictures Team
3 taie T 16 ansots 2 feiners, 927 23m0 82 aszers

| N Testlmon &5 Videos

A ¥

indoorpkants. prg e

W whitz_flowers, | peg Ihasr sparkles. png R minima’ | ght.png IR dark-sky- bridg=_jpeg IrRGe

Al based media asset tagging

The underlying Al identifies thousands of objects such as vehicles, pets, furniture or scenes within an image
and generates tags, with a high accuracy level, for images uploaded. The system can group multiple shots of
the same product or a brochure in different languages.

The user-focussed content management solution is 100% adaptable to the way you work. Whether its bulk
editing of files, on the move adaptations, content clean up or a taxonomy that is totally customizable, our
features put you in control and empower brand success.
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ﬁppil:l? g Zam -

&
3| Media Library pryTEr—

I-:EI B Izkbeis - B essels

HEADLINE

De=cripticn

Irnage Detals
Addid oo SRS T

Taps

Choose Ratio Choese Format Callectian e Farniy = Familywith 2kds = Farilywith 2 child =
Tari y wearing while * Unclublered ™ | lappy macoeih vife
11 1z L3 21 31 JPG NG TIFF POF

How ApplICE manages campaighs components:

Image 1: ID82022jw92 TID9202 Verl.1
Image 2: IDwld93kw02j TID8292 Verl.12
Deep Link URL https://bank.app/page TID1192 Ver2.39
CTA_loanapply TID1139 Ver2.1

Scroll Data
Scroll depth often is a good indicator of user intent and brand affinity. This data can be used to build
segments for targeted, personalized campaigns.

Complete Criteria Get Reach Count |

Have Done ~ l scroll ']

height v Greater Than v
[+ [

Campaign Metrics

Business users can view campaign metrics for all channels and understand campaign objectives. Each
campaign in an individual level can be looked at to see detailed metrics:
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AppiCG’ Jugnoo ¥

() Home All campaigns
El Dashboard .
Active Draft Past Period
a Setup Apps v
o]
& Users M Q All 10 + Campaign |3
L0 Acquisition v
Ej Analytics v Campaign details Type Audience Reachable Delivered Start date End date Action
Ppush0404 Copy 92e0 Copy 5881 .
Engagement ~ PUSH ho2 n -09-2024 12:32PM 13-09-2024 12:32PM X o @
ID: 660a91a119C87074a20c658 @ | © oppapushd 3 06:09-20 B 30920 K
(of i SriraminAppTest6:
HEGEIEAD rreminfipplestosep IN-APP  PushTestSDK 0 0 06-09-202408:00AM  09-09-2024 08:00 PM x ol ®
ID: 66da91d04661c2d752d84ebf O
Transactional Campaigns Ph 141051702 06 Sep FS1
one el
. P . PUSH IPhone 14 10S 1702 30 August 1 1 06-09-202408:00AM  06-09-2024 08:00 PM X o B
Reports ID: 66dadal37ed99a653dd0237 @
Konupunampush06 PUSH oppopush02 2 2 06-09-202408:00AM  08-09-2024 08:00 PM X o @
Al e ID: 66dada32119c87074a20c650 @ PPOPU: : : ~
Template IPhone 14 10S 1702 React 06 Sep FS1
IN-APP  IPhone 14 10S 1702 React 30 August 1 1 06-09-2024 08:00AM  06-09-2024 08:00 PM X o | | @
ID: 66dadag897ed99a6f53dd0238 @
QLR IPhone 14 10S 1702 React 06 Sep FS2 X
IN-APP  IPhone 14 10S 1702 React 30 August 1 1 06-09-2024 08:00AM  06-09-2024 08:00 PM X o @
. ID: 66dadace7ed99a6f53dd0244 @
£ DataTransformation
IPhone 14 10S 1702 React 06 Sep FS3
IN-APP IPhone 14 10S 1702 React 30 August 1 1 06-09-2024 08:00AM  06-09-2024 08:00 PM X o @
ID: 66dadb627ed992653dd0289 @
Pusho606 PUSH  TabishOnlyWh 2 2 06-09-2024 08:00AM  08-09-2024 08:00 PM X s
ID: 66dadbb3119c87074a20c667 (1 apishoniytiho -
@ Settings v
Kpush05 PUSH no2 0 13 05-09-2024 08:00AM  07-09-2024 08:00 PM x o @
[2) Documentation v ID: 66d93eddd895326ad17ec386 Q@ OpPOPUS -
SriraminAppTestSDK5sep
IN-APP  InAppTestSDK 3 5 05-09-202408:00AM  07-09-2024 08:00 PM X o @
« ID: 66d94591080394d486bc220a O
Showing 1t0 10 of 24 entries (112 3 >

Campaign Metrics: Email Drill down
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Appice Jugnoo «

Campaign/details

Campaign: Ubi emailer home loan

Iu] Type Audience segment Segment size UBI Homeloan Feb

mail Push a
= ushmsg 145 MN Zero Processing Fee on Home Loan!

) il g i S

September-06-2024 08:00 AM September-30-2024 08:00 PM ****h | -
eprember prember hempee Now Zero Processing Fee!
o SENT DELIVERY RATE READ OPENRATE
0 0% o Delivered 0 0% o Opened
CLICKRATE BOUNCE RATE UNSUBSCRIBE RATE
0% 0 Clicked 0% o 8o 0% o v ribed

&

o

[

Credit seose linked interest ratest

‘What are tax Home loan
benefits on procedure.

Home Laan Knowevery step

244, charged Mumbes - 080-61817110

Campaign Metrics: WhatsApp Drill down

L\pp":l? Jugnoo -

Campaign/details

Campaign: Whatsapptest

[hd
Type Audience segment Segment size
WhatsApp Google pixel 5 devicel 10,23,943 r o4 (D = -1
4 Preview
Start date End date Maker Checker |
June-28-2024 08:00 AM June-29-2024 08:00 PM gt r@semusi.com Hey

| "Hi your new debit card will be
- Sent Delivered Jelivery rate . despatched in the next twa
7 b l working days.*

0 0 0% 0
Read rate Total clicks Click through rate
0% 0 0

]

Py

& Track now

[

Email Metrics
How data from Gateway is used to calculate metrics:
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Metrics Mapping Formula
Sent pushedTo From Gateway API
Delivered receivedTo From Gateway API
Delivery Rate Email delivered+ Email Sent *100
Read viewedTo From Gateway API
Opened opened From Gateway API
Open Rate Email Opened + (Emails sent — Bounces) x 100
Clicked From Gateway API
Click Rate Clicks + (Emails sent — Bounces) x 100
Bounced bounced From Gateway API
Bounce Rate Number of emails that bounced + Number of emails sent X 100
Unsubscribe unsubscribed From Gateway API
Unsubscribe Rate (Unsubscribes+Delivered Emails) x 100
SMS Metrics

How data from Gateway is used to calculate metrics:

Metrics Mapping Formula

Sent pushedTo From Gateway API

Delivered receivedTo From Gateway API

Clicks clickedTo From Gateway API

Click rate Clicks+ Delivered *100

Conversion rate conversion From Appice worker
Link clicks

In order to track link clicks , business users can embed UTM codes in the campaigns. These can be Appice generated
UTM code or a 3" party UTM.

Campaign Reports & Analytics

Campaign Analytics

Push, InApp Email WhatsApp

Reachable Audience  Sent Sent

Sent Delivery Rate Delivered

Clicked Delivered Read

CTR% Open Rate Delivery Rate
Opened Read Rate
Click Rate Total Clicks
Clicked Unique Clicks
Bounce Rate CTR%
Bounced Click to Open %
Unsubscribe Rate
Unsubscribed

All reports have additional information on:
- Campaign Type
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- Segment sent to

- Maker email

- Checker email

- Start date, End date

Push Campaign Report

Appice
(2] Home

=) Dashboard Campaign/details

< sotup Apps v Campaign: Ubi platinum card
O users v
[0 Acquisition v Type
. Push
(~] Analytics v
[ Engagement -~ -
e August-23-2024 08:00 AM

Transactional Campaigns
Delivery

Reports

Reachable audience
Funnel Reports

Template 0
UTM Builder .
App inbox details
4> Churn

Reachable audience
¢ DataTransformation
0

53 settings v

[3) Documentation v

Email Report
Appice

Audience segment

Huawei

End date

August-27-2024 08:00 PM

Sent

0
Sent Inbox read
0 0

Audience segment

Test launch campaign

(&) Home Campaign: Ubi home loam email
E\ Dashboard
7] setup Apps v Type
o Email
2 users ~
Customer 360 Start date

Audience segments August-19-2024 08:00 AM

Demographics

L0 Acquisition v 2200
(~] Analytics v 10K
Engagement N

Campaigns BOUNCE RATE

Transactional Campaigns 0.1% 1500 Bounced

Reports
Funnel Reports
Template
UTMBuilder

Xmit Al

<7 Churn

ﬁ{ Loyalty v

WhatsApp Report

End date

August-21-2024 08:00 PM

DELIVERY RATE

99.9% 10K Delivered

UNSUBSCRIBE RATE

0.1% 2000 Unsubscribed

OPEN RATE

25.5% 26Kk Opened

Maker Checker

a****h@appice.io

Clicked CTR

0 0

Appinbox expiry

Aug 24,2024 7:17:21PM

Maker Checker

a****h@appice.io

CLICKRATE

69.9% 45K Clicked

Jugnoo ~

f 09:20 (-]

@ Digibank - Demo
Amazing offer! latinum Card
B st ond sove with our Now g‘!

Platinum.

\. v,

© Android & los

Jugnoo ~

2

UBI HomelLoan Feb

Zero Processing Fee on Home Loan!

Home Loan

Now Zero Processing Fee!

Creditscore lnked interest rates*

R

What are tax Home loan
benefits on procedure.
Home Loan Knowevery step
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Appice

{a) Home

— Campaign/details
(=] Dashboard 7

< setupApps v Campaign: Whats app
2 users v

LA Acquisition v Type

. Whatsapp

(~] Analytics v

[¢] Engagement e Start date

4 Data Transformation May-20-2024 12:63 PM

600

Read rate

60%

Click to open rate

53 Settings v

50%

Audience segment

Samsung galaxy a51v

End date

May-23-2024 12:53 PM

Delivered

50

Total clicks

80

Campaign Interaction Report
Reachable Audience: Audience that qualifies for the campaign for a given channel

Sent: Total number of messages sent for the campaign for a given channel

Impressions: Total number of messages viewed for the campaign for a given channel

Clicks: Total number of clicks or response for the campaign for a given channel

Conversions: The conversion event or activity performed in a given duration for the campaign for a given

channel.

Overview

Reachable audienc: Sent

31,93,234 55,65,65

Maker Checker
ghm g@semusi.com

Read Delivery rate

1000 50%

Unique clic Click through rate

8 40%

86.85,499 39% 45,302

A 10.5%

Jugnoo ~

r9:41 -—_D ..ua-\

< Preview

Hey

"Hi your new debit card will be
despatched in the next two
working days."

(2 Track now

appICE admin

Sep 26, 2024 Oct 25, 2024

A 0.3%
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Interaction Report

Campaign Performance

SelectChannel | SMB Yesterday

40

30

25

Values

20

Last7D

Last30D

Apr2

Impact Report

Reachablity

3,23,483 | 21.8%

Browser Report

Browser type

30
25

20

Values
&

Sent

Apré

Apr6

<o Sent == Impressions

New Subscribers

6,380

A L5%

® Chrome

Clicked

@ Safari

Apr8

Apr10

Unsubscribed

549

A 2%

Converted

Bar Axis

25
20
15
10
5
0
Jan
Users Engaged
4020
A 45%

Conversions

Chrome Safari

36% 26%

Feb Mar

® Clicks -@- Conversions

Revenue

SAR 1,44,213

A 12%

Firefox

2%

Apr

sixy aullds
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Technical/Non-Technical Report

1 3 9 Total Errors

Technical Errors

Dispatch Error

Duplicate Profile for channel

Count

Non Technical Errors

Invalid profiles

Global frequency caps exceeded

User DND

User not reachable

Count

20 Technical Errors

Chrome

6

9

22

5

52

User Journey Mapping: Events & Attributes

‘I 1 9 Non technical Errors

Chrome

Safari

16 0
29 0
13 0
9 0
67 0

Safari

1

3

4

Unclasssified

The process of understanding customer behaviour starts by defining the ‘events’ and their corresponding
‘attributes’. These events are captured by the ApplICE SDK which is integrated in the App or Web. The

developer team which manages the App, implements the events in the App code. Once implemented, the
platform automatically identifies where your customers are in the journey helping you deploy acquisition,
conversion and retention strategies.

Data captured via events is used to understand customer behaviour and drive personalisation

All user journeys are mapped basis the use cases.

o Events: Steps which a user takes
o Attributes: Various values which define the event occurrence

Example: A deposit journey

Events & Attributes: < FD Journey >

Update Date: 5th Nov'2023

Attributes
Journey o
Name Event Name Event Description . Sample Values Sent to|Comments - How/When is
Attribute Name
AppICE event generated
OpenTrigaer Direct, PushNotification, source of open
P 99 Email, SMS, Banner P
. User initiates FD creation|_ 0 CampaignID
FDStartDeposit . , paigniD,
p journey. TriggerValue DeepLinkURL, BannerlD Value of the source
SourceScreen Deposits, Quick Tasks Source of FD opening
When user validates their When user clicks on "OKAY"
FDValidateKYC KYC KYCComplete True, False button on pop up of "Complete
i your KYC"
FD
Journey
When user clicks on "OKAY"
FDUpdatePAN When user updates his PAN. |PANUpdated True, False button on pop up of "PAN not
available"
DepositDetailsFille User clicks on Review button
True, False - . .
on filling Nominee details
FDCreate User creates a new FD -
account. NomineeAdded True, False
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Potential drop-off during the

InsuffcientBalance |True, False journey.

DetailsReviewed True, False gr??év%@ﬁg?ei liJIls)mit button
FDOpened True,False

DepositAmount <string>

Tenure <string>

MaturityAmount <string>

InterestRate <string>

FailureMessage

<error code>

Users click on Statement Tab Download True,False
FDStatement to email or download their -
transactions. Email True,False
TargetScreen Details, Requests
InitiateClosure True, False
FDClose When user closes FD account
ClosedDate <date>
AccountClosed True, False

Data Analytics

1. Aggregate Dashboards

Overview of App & Web Performance Data
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AppiCG’ 3 % Jugnoo v

A Home
Digibank - Demo Platform Al  Period Nov22,2023 - Dec21,2023 [
Dashboard
4] SsetupApps v
NEW USER ACTIVE USERS ENGAGEMENT CHURN
288 Users v
o Acquisition v -7 N~ 142K N~ 18K N~v NA AV .V
LCo Analytics v v80.6% w.r.t. 23 Oct, 23 - 21 Nov, 23 4513.2% w.r.t. 23 Oct, 23 - 21Nov, 23 ¥20.9% w.rt. 23 Oct, 23 - 21 Nov, 23 0.0% w.rt. 23 Oct, 23 - 21 Nov, 23
1y Engagement ~ ‘" Andriod -7 ® DAU 8 ® Active Campaigns 49 ‘& Andriod NA
@ 108 NA ® WAU 19 ® Total Campaigns 5.7K @ los NA
Campaigns
=8 S Web NA * MAU 142 © DAU/MAU 01 S Web NA
Transactional Campaigns & View Details @ View Details © View Details © & View Details ©
Web Push Reports
UTM Builder
Active User Trends DAU Trends
@ churn
25
€53 Settings w0
[ Documentation v 20

120

2
@ 100 S
g o 15
3 &
O 80 H
=} g 10
60
£ 3
g 3
< w0 ° 5
20
. 0
3 b il 2 N W © ° \ b © < & el
DAU N R R N R U PR w0 F
Users Date-Month
Top 10 Events Event Name Number Of Events

AppiCG’ 3 % Jugnoo ~

A Home
Dachbonrd Overview:Web Push Nov22,2025 - Dec21,2023 [
ashboar
£] setupApps v N N N N R
Reachable audience Sent © Impressions © Clicks © CTR © Conversions *
28t Users v
31,93,234 55,65,65 86,85,499 | 39% 45,302 | 21% 23% 2,799 | 51%
by Acquisition v
Completed 4
Lo Analytics v 4 105% A 03%
\s Engagement R ehcdlicd 5 vs last month vs last month
Campaigns

Transactional Campaigns Campaign Performance

Web Push Reports SelectChannel = SMB v Yesterday Last7D Last30D
UTM Builder 30 25
0 Churn
20
€§3 Settings 25
[_ﬁ Documentation e
15 »
) 2 h=2
« S 20 Z 8
= & z
10 o
15
5
10 0
Apr2 Apré4 Apr6 Apr8 Apr10 Jan Feb Mar Apr
-o- Sent -~ Impressions ® Clicks  -@ Conversions
Reachablitv New Subscribers Unsubscribed Users Enaaced Revenue
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2. Funnels

Understand where a drop-off happens in a user’s journey. Using this insight, one can communicate with
the customer through various notifications

e How many users complete FD (or PPF) or

e Drop off at KYC validation stage

FDStartDeposit
FDValidateKYC KYCComplete True
FDCreate FDOpened True
Appice @ @ v
M Home
What do users do - In our App Platform Al Period October6,2025 . Nowember 6, 202!

Dashboard
&) setupapps -
sfr Users v
oy Acquisition -

LD Activities -

1,077

Inside the App -

Usage

Events

Funnels
Journeys
Outside the App
e Engagement -~

Campaigns

3. Journeys

Funnel Report for FD Journey

46 5

4.3% 0.5%

One of the most intriguing questions that product managers and marketers face is, ‘What are users doing

on my app?’

Let’s take the simplest form of user journey in a tabular data:

N N N P R

App Launched App Launched
App Launched UTM Visited
App Launched Searched

Category Viewed Searched App Launched 4512
Searched Product Viewed Product Viewed 3012
Category Viewed Product Viewed Added To Cart 422
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N S N

UTM Visited App Launched Product Viewed Added To Cart Charged

In order to understand how users navigate through the App or website - where do they start the journey
and which pages do they end the journey, we represent this data with a Sunburst Chart.

This type of visualization shows hierarchy through a series of rings that are sliced for each category node.
Each ring corresponds to a level in the hierarchy, with the central circle representing the root node and the
hierarchy moving outwards from it. Rings are sliced up and divided based on their hierarchical relationship
to the parent slice.

Appice o @ s
i Home Journeys / Create
Dashboard Create Journey

'-'E] Setup Apps ~

Journey Name
28t Users v
¥y Acquisition v Journey Description
[0 Activities ~
Inside the App A Start Event End Event
Usage
Platform Period
Events
Funnels
Journeys
Outside the App
iy Engagement ~
Campaigns
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L\ppiCE' @ 6 Jugnoo -
A Home
What do users do - In our App Platform Al Period October 6, 2023 November 8, 202
Dashboard
#a Setup Apps v
2% Users ~
b Acquisition ~
[0 Activities ~
Inside the App ~
Usage
Events I
Funnels
Journeys
Outside the Agp
i Engagement ~
Campaigns

4. Visitor Engagement Overview
Visualize the sessions and user's time spent on the website across unique session counts, time per session
and the day parting of the session traffic.

Users 2] Avg. Session Length 2]
21 5 NA 1 mins,21 secs NA
@ 10+ Sessions @ 5+ mins
@ 8-10 Sessions @ 3-5 mins
@ 6-8 Sessions @ 1-3 mins
2-5 Sessions 0.5-1 mins
@ 1 Sessions @ < 30 seconds
W appICE W appICE
Sessions )
138 NA
Morning Afternoon Evening Night Midnight
Home 0 0 0 0 0
Office 0 0 0 0 0

o _—_ : °

5. Usage Insights

Understand & identify how users navigate your app or website. Which pages, content or sections are
browsed or visited x Time x days or any other custom parameter. This helps you plot a series of actions
performed by the uses
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What do users do - In our App Platform | Al > Period February 9, 2021 - March 10, 2021 ~

What Do Users Do

Events 37 of 41 selected

3000000
() Login

33559912

() #ppLaunch
16383043

) BillF
2500000 () BillPayment

2000000
1500000
1000000
500000
0
> & &
o % @
&8

4492929

() signup
2879318

(%) BillPayAndRecharge

1428849
() Flexipay
1285948
(&) bbps
988718
(&) nstal
842260
ScanToPayPost
707693
() SBICardPayPost
o & ~ a o A K
K T o o LY 0 o
v v N - s i
-~ -~ 9 o g o N
£ F # L &

%
& & & £ #

) )

Event Count

©

N

&

= & 2
@ W v
o~ & -~

£ 8 &

& E:

6. Traffic Sources
The traffic patterns can be split across various sources like Direct, Organic Search, Referral, Social, Email etc.

This helps business teams allocate optimal resources on the channels that are yielding the maximum traffic
or bring up under performing channels.

Top Channels

B Direct

B Organic Search
15.2% | 13.9% B other

15.7% Paid Search
W Referral

B Display

M social

H Email

7. Top 10 Events
Understand Top 10 events on a daily basis. This data is used to derive insights on what are the most

preferred features or functionalities of our App.
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Appice @ @ oo
A Home
What do users do - In our App Platform Al Period October 6, 2023 Mowember 6, 2021
Dashboard
ta Setup Apps hd
‘What Do Users Do Events:
i Users v
@) install 90
oy Acquisition ~ w
—_— i (%) Pageview 7
L0 Activities ’
0
Inside the App ~ a8 (©) PPFStartinvestment 1
E m
Usage tg - () PageDuration 2
Event L
cvents
15 (2) PPFVaiidatekyC 14
Funnels 0
5 () Campaign_Viewed 57
s : il_ = Ill_ll
Outside the App fdﬂ"d& Kﬂ#’“ﬁaf.&’é‘}néﬂﬁf@éﬁﬂ’#@‘sfﬁ&
il Engagement ~
Drill-dewn inta Event Attributes Download
Campaigns
8. Aggregate Trends

- New users trend — by OS

- Daily active users

- Weekly active users

- Monthly active users

- Active user trends

- DAU trend

- Campaign Engagement count, active campaigns, total campaigns
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Appice @ @ oo~

A Home
Digibank—Demo Platform Al " Period October 6, 2023 November 6, 2023 |
Dashboard
6_] Setup Apps v
NEW USER ACTIVE USERS ENGAGEMENT CHURN
e " 78 N~ 140K VAV AVERER WA VAV VRN N~
Demographics 47700.0% w.rt. 50ct, 23 - 6 Nov, 23 41399700.0% w.r.t. 5 Oct, 23 - 6 Nov, 23 4138900.0% w.r.t. 5 Oct, 23 - 6 Nov, 23 0.0% w.r.t.50ct, 23 - 6 Nov, 23
& Andriod 9 e 6 e ActiveCampaigns 2 Andriod 0
udiSncesegnents “ 108 33 e waw 10 e TotalCampaigns 4K @ 08 0
% Web 30 * MAU 145 ® DAU/MAU 0.0 3 Web 0
oYy Acquisition ~ - - - -
& View Details @ & View Details @ & View Details @ & View Details @
App Acquisition
L0 Activities ~ Active User Trends DAU Trends
Inside the App ~ 20
140
Usage
120 g5
Events 2 100 8}
£
H £
S
Funnels » 80 ?’
H g \
> S
60
Journeys 2 < \
;] 3 |
< . 8 \
Outside the App \ m
/ \
2 W L/
y Engagement 0 5 0 X D 9o D 26 N ® P A D N B
DAU WAU 020X 0N 9P 0P 0 v 08 9N PP P 2 ol 9N g F S
Users Date-Month
Campaigns

Tl

A[D[DICE’ & .Jugnocv

N H . to exit full screen
ome All Campaigns

Dashboard
Active Draft Past Period © Jate - d
4] Setup Apps v _—
20t Users v Searct Q 10 + Campaign
) Acquisition v
Campaign Details Type  Audience Reachable  Delivered  Clicked ~CTR  Conversion  StartDate  EndDate Action
[0 Analytics v
P12PUSh ) ) N )
PUSH  GarimaTestDevice 1 0 0 0 0 190012024 20/012024 X () o @
1fe Engagement ~ ID: 65a9fd7bac435ebe326c1i2c @
PushwithNewCert PUSH  GarimaTestDevice 1 0 0 0 0 190012026 20012024 X () © @
Campaigns ID: 65a9feazack3sebe326cti2d @ '
Transactional Campaigns VIVOV21 Test Expanded PUSH  VIVOV21 1 0 0 0 0 19/01/2024  20/01/2024 x | o ©
D: 652a11918f8bd5e461e79f7 -
Web Push Reports VIVOY17E .
PUSH  testVIVOY17 0 0 0 0 0 19/01/2024  20/0112024 X o @
) D: 65aa19c98f8bd5e 46179 @
UTM Builder
PusnE PUSH  XIAOMIRedmiNote9 1 0 0 0 0 19001202 20012026 X () © @
@ chum D: 652a27908f8bd5e461fe79ff eamiNote i
) Inapp V12 Push - )
€3 settings IN-APP  GOOGLE Pixel 4 vi2 de 1 1 0 0 0 190012026 20012024 X o @
ID: 65aa2c108f8bd5e461fe7a00 O
Loyalty v TestInappV ) §
IN-APP  GOOGLE Pixel 4 V12 d 1 1 0 0 0 190012024 20/012024 X [} © @
D: 65aa2¢a88f8bd5e461fe7a0l pethvizde
B ocumenation 7 AmitTest inapp V12 Push IN-APP  GOOGLE Pixel 4 vi2 d 1 1 0 0 0 19001206 200012024 X () © @
- ixel 4y )
ID: 65aa346d8f8bd5e461e7a02 @ © N
«
Amitinapp Test2 IN-APP  GOOGLE Pixel 4 vi2 de 1 1 0 0 0 190012024 20/012024 X () o @
ID: 652a366888bd5e461fe7a03 (1 B
XIAOMI Redmi Note 11Pro Plus V N
eamifiote 1o Flus PUSH  XIAOMIRedmiNote 11Pro Plus 1 0 0 0 0 190012024 20012024 X [T ©

ID: 652a5677274calf5b507a4ce a

Showing 1t0 10 of 28 entries 123>
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200

180

180

Events

140
120

100
Apr 06 Apr08 Apr 10 Apr12 Apri4 Aprig Apris Apr 20 Apr 22 Apr 24 Apr 26 Apr 28 Apr 30 May 02 May 04 May 06

m Content Details Viewed, Ad-hoc segment

9. Segment Trends

While the segments are created for personalisation, the data of customers in segment is plotted on a
weekly basis to show

- How many customers fall in a segment

- Effectiveness of our marketing initiatives

This data is made available for top 10 key segments.

Appice @ @ oo~
i Home Audience / Create
Dashboard
& setupapps . Y Create New Segment Discard
Ueers R Segment name Segment description Segment Size
High value user - Home Loan Users with > 5 Lac sa 0 & O

Demographics

Query  Splits  Sync  Traits
Audience segments

oYy Acquisition ~ And
Performed From journey v
App Acquisition
v v
[0 Activities A
+attribute + Time window
Inside the App ~
= andthen did perform = andthen did not perform
Usage
+ attribute +Time window
Events
Limit to users who do this event for the First Time
Funnels
Journeys
+OR
Outside the App
+Add Condition
5 Engagement ~
Campaigns

hhhhhhhhhhhhhhhhhhh
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Appice @ @ wanco-
ft Home Audience / Create
Dashboard
Segment: High value home loan users
4] SetupApps v
sde Users ~
200000
Demographics
180000
Audience segments
k) Acquisition ~ le0na0
App Acquisition 140000
L0 Activities ~ 120000
Inside the App ~ 100000
Usage 20000
Events
60000
Funnels
A0000
Journeys
20000
Outside the App
il Engagement ~ 0
wik 1 wh 2 wh 3 wh 4 whk 5 wh & wk 7 wk & wk @ wk 10
Campaigns

10. Retention Trends

When customers download or register on the App, many do not start active engagement or become regular
users. These customers need to be identified in order to increase the retention rate, else they may slip in
the category of ‘sleeping users’. Retention trends chart show progress of users on a monthly basis

Appice & ‘ Jugroe -
1 Homa
Install Gahorl
Mt bl
an Show Fercentage Poriod D+ (Daily) 2015-06-08 o 20E-06-06 m
& setupapps -
Time Acguisition
My users -
Time Acquisition 1 2 3 q 5 [ 7 B ] 10 17
Demographics
Audience segrents January 2023 280
by Acguisition " February 2023 23
Rpp Acquisition March 2023 254
aethies " April 2023 24
Insice the App @ May 2023 218
Usage Jung 2023 282
B July 2023 405
Furnuls August 2023 422
Joarneys September 2023 260
Cutzids the App October 2023 121
Engagement - November 2023 -1 0
Campaigns
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11. Events Data Reports

1 Aggregate Performance Reports
1.1 New users trend — by OS
1.2 New users trend — by Device
1.3 New users trend — by App Version
14 New users trend — by Country
1.5 New users trend — by City
1.6 New users trend — by Platform
1.7 New users trend — by OS Version
1.8 New users trend — by Source
1.9 New users trend — by Carrier

1.10' Churned users trend — by OS

1.11 Churned users trend — by Device

1.12 Churned users trend — by App Version
1.13 Churned users trend — by Country
1.14 Churned users trend — by City

1.15 Churned users trend — by Platform
1.16 Churned users trend — by OS Version
1.17 Churned users trend — by Source

1.18 Churned users trend — by Carrier

1.19 Churned users trend day-wise
1.20' Churned users trend time-wise
1.21 Daily active users by time period

1.22 Weekly active users by time period
1.23 Monthly active users by time period
1.24 Active user trends by time period

1.25 DAU trends by time period

2 Demographics (in analytics module)
2.1 User age, gender, income x balance, spends x products ( debit, credit, loans, insurance)
3 Acquisition

3.1 Acquisition - by Source

3.2 Acquisition - by OS

3.3 Acquisition - by Location
3.4 Acquisition - by App Version
3.5 Acquisition - by Time-wise
3.6 Acquisition - by Day-wise
3.7 Acquisition - by User Type

4 Usage
4.1 Users by session count
4.2 Average session length

4.3 Users by usage period

4.4 Average time spent
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5 Events
5.1 Understand Top 10 events on a daily basis
5.2 Drill-down into events attributes
6 Aggregate Trends
6.1 Daily Logged in user report
6.2 New Installs — Aggregate level
6.3 New Installs — OS, device, model
6.4 New Registrations
7 Retention Trends
7.1 Understand sleeping users
8 Funnels (can be created using behavioural data)
8.1 Understand how many total conversions happen for a particular journey
8.2 Understand where a drop-off happens for a particular journey
8.3 Users by source
8.4 Users by campaign id
9 Journeys
9.1 Understand what users are doing on my app
10 Segment Trends
10.1 Effectiveness of our marketing initiatives
10.2 How many customers fall in a segment
11 Engagement Campaigns

11.1 Campaign performance across channels (Email, SMS, Push, In-App, Web Push, Web Popup)
11.2 Count by click rate

11.3 Count by open rate

11.4 Count by CTR

11.5 Active campaigns

11.6 Draft campaigns

11.7 Past campaigns

11.8 Total campaigns

Copyright © AppICE 2024



Appice
No-Code Analytics

Visual query builder
Dive deeper with an easy-to-learn visual query builder that brings advanced actions into reach for
everyone.

Pre built visualisations
Bring your data to life with 15+ built-in visualizations make it easy to create beautiful live charts and
dashboards.

Advanced Analytics
A native SQL editor is available for advanced users. SQL templates and snippets help them share their work
with others.

A Q Search...

U ~" | Good to see you, Ashish

Our analytics
Your personal collection
Banking

Marketplace

Browse data = Bankmaster .1l CompanyType_EmailAvailable (@ Acquire_CC = Upimaster

£ Depositmaster

Filters and summarizations
Click and select custom parameters to narrow down and group data from a dropdown menu.

Joins
Use joins to ask questions about data split across multiple models or tables.

Multi-level aggregation
Get a bit fancier with multi-level aggregation to stack more filters and summarizations step-by-step.
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B Growth Q Search... m

Company Stats

Visitors

$43,652

Revenue
0.27% + was 43,770.5 last week

2,346 .

Total Customers 00

5.2% + was 2225 yesterday [
Aarvzary Fehnuary Peacth Agril iy
Enterprise Revenue by Tier Met Revenue Retention (MRR) Trial Qutcome Breakdown
Carawmed & Carewliad
' 100%
50 I
$10,321.65 I
T o - -

Digtober 2030 dan 2023 Dctober 2030 Jan 302Z

Custosiers

C— 1,100
(o ]

& Advanced Basiz @ Standard

Personalized/Custom Dashboards
Any user or BU can build dashboards as per the KPI’s that matter. All visualisation can be changed with a
click.

A Q search... + New

Home

High Spenders s/ 2 0 n o

COLLECTIONS
Our analytics High CC Spenders By Age Acquire_CC

Your personal collection

Acloser look at the number of Ban... 1,400

A

@ Banking
1,200

Marketplace
1,000

DATA ),647.5
-
Browse data S 800
’ 21,295
600 ’
400
200
0
Age 0 42,590
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All data ingested in the system can be used to create new reports using multiple dimensions with a
powerful underlying analytics engine.

A Q Ssearch... o

Sum of Yrs Employed B )

Save
Data
Joindata
o Banki Deposi
"D S |~ h a
© g
Filter

Add filters to narrow your answer

< Bankmaster - Amt Income Total Greater than v
Su

$ 10000| by Pick a column to group by

' Add filter

Special Reports from ML Models
The platform builds multiple visualizations/reports during ML EDA stage and for Model Output.

Example: Credit Card Customers
Age Distribution:

#Age Distribution

plt.rcParams['font.size'l=14

plt.figure(figsize=[50,61)

max_age, min_age = df_clean.Customer_Age.max(), df_clean.Customer_Age.min()
sns.displot(df_clean['Customer_Age']l, bins= np.arange(min_age,max_age), color='#009ACD', kde=False )
plt.xticks(ticks=np.arange(20,80,10))

plt.title('Age Distribution Among Bank Customers')

plt.ylabel('Number Of Customers')

plt.xlabel('Age in Years');

<Figure size 5000x600 with @ Axes>
Age Distribution Among Bank Customers

500 -

w »
o o
o o

Number Of Customers
N
o
o

100 |

0 4
20 30 40 50 60 70
Age in Years

The Age distribution among bank customers is a normal dilstribution with mean age between 40 and 50 year olds.

Demographic : Gender Distribution among The Bank customers
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Attrition by Gender:

Visualizations For Attrition Flag

Attrition Flag Vs Gender

1. fig_dims = (10, 5)
fig, ax = plt.subplots(figsize=fig_dims)
sns.countplot(x ='Gender', hue = "Attrition_Flag", data = data_f, ax=ax)
plt.show()

Attrition_Flag

4000 BN Existing Customer
W Attrited Customer
3000
T
3
8
2000
1000
0 - -
M F

Attrition by Education:

Attrition Flag Vs Education Level

51 fig_dims = (1@, 5)
fig, ax = plt.subplots(figsize=fig_dims)

sns.countplot(x ='Education_Level', hue = "Attrition_Flag", data = data_f, ax=ax)
plt.show()
Attrition_Flag
2500 mmm Existing Customer
mmm  Attrited Customer
2000
= 1500
=]
8
1000
) I
0 . - - L .— .—
High School Graduate Uneducated Unknown College Post-Graduate ~ Doctorate

Education_Level
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Full stack Error Monitoring & Crash Analytics

Every developer writes tons of bugs. And many of those bugs get shipped to production. That's unavoidable. But
thanks to applCE, you can find and fix those bugs before your customers even notice a problem.

e Source maps for JS and Node, symbolication for
locals for Python bug tracking. View actual code
for over 32 languages and frameworks.

® See error parameters and session information in

e Navigate your Issues across multiple projects in a
all Issues across your entire organization, or select
related projects to surface trouble spots.

i0S, and stack
in stack traces

the crash report.
single view. See
a handful of

frr
V/ 44

Go back in time
ApplICE’s added context and Breadcrumbs include the event history and actions that led up to every bug. No more
debugging customer stories about how they clicked the thing and then this other thing did a weird thing.

Contextual Understanding of Errors
Understand the context that contributed to errors with tags and relevant information about your software,
environment, and users.

Browser Chrome 52.0.2743 browser.name Chrome
Environment prod Level error Logger javascript

Os Mac OSX 10.11.1 Os.name Mac OS X

Release e18ddd07f08a9e42dlacee5cb1d48793f5c43884

You can also submit optional custom data to provide extra context for bug tracking that is unique to your application
and business.

“How many widgets were visible when the app crashed?”
“Was their game running in 32 bit or 64 bit mode?”
“Does this issue only effect rooted phones?”

“Which clients’ users are experiencing this bug?”

“What was the value of their shopping cart?”

“Did the waxing gibbous cause the problem?”

Monitor Every Stage of App Lifecycle
® See the specific commit that caused the bug and resolve the problem in applICE as part of your next release.
® Automatically assign new issues to the engineer or team best suited to tackle the error.

Alerts & Dashboards
e Visualize errors throughout your organization with Dashboards, including graphs of your spikes, geographic
mapping, and errors and events organized by release.
e Use Issue and Events graphs to understand the frequency, scope, and impact of errors.
® Get alerts via email, SMS, or chat when bugs make it into production without disrupting your development
workflow.
e Take a deep dive into your data with ApplICE's custom query-builder.
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Frameworks Supported

1a The Tardis~ = Al Projects v B Al Environments v B Last 14 days Ko~
Unresolved Issues (450] v Sortby: Last Seen « Q isunresolved =
o Rosolve | v | & ignore | w * - GRAPH: 2dh EVENTS USERS ASSIGNEE

B " TypeError funcicomponents/App)
n companents/App.js 500 45 -

this.myCodelsPerfect is not a function
@ FRONTEND-REACT-V @ an hourage — 2monthsold  S1-20

B Error cartforEachla

n JUser 490 80 & v

Na inventory for nails
[ EXPRESS. 0-4 @3 ho

390 — 2 manths old

B Error & mponents/App)

n components/Appjs
140 49 v

500 - Internal Server Error @
B FRONTEND-REACT-R @ 3 hours ago — 3 months ol

B TypeError null.<anonymous>(app)
n /app/appJs 86 28 .
obj.deesNotExist is not a function &
) EXPRESS-DEMD-6 @ 21hours apo

SDK for Personalization

For personalization, we create the C360 record, which is available to the UX/SDK via the digital banking API
gateway. This information needs to be processed/used by the UX/SDK for personalization.

App/Browser ApplICE SDK UXx Personalisation API

Fetch personalised profile

Send profile id & session id

Get context for profile

Send app active event

Customer 360

$end screen changeevent | >

Get personalised content or
screen

Execute filter for profile

Get personalised content or
screens
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Personalization

Native Display

Native Display helps to display content natively within your app - deliver relevant, contextual and personalized
content based on customer preferences or profile.

o4 D W m

US Dollar

1.230,60 ® TopUp

Smart Investments
and start saving for &

Card Detail View Al 7 \
Show personalised content
based on

cwv: preferences or profiles

Card Number: 4032 7782 0824 6661

o 6 s B

Cards
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Steps to setup Native Display

Select the option of Native Display from Campaigns:

8§ = @»

(2} Home mpaigns/cre
(=] pashboard
7] setup Apps

Users

L0 Acquisition

5 ¢ ¢iic

(] analytics Push In-App SMs Email Web Push
Usage
Events
Funnels @ . D ==
Journeys —|—
insights

Web Popup WhatsApp In-App Rating In-App Survey Landing Page

Transactional Campaigns

® & &

Funnel Reports
Template Facebook Google Native Displa
UTM Builder
Xmit Al

TY Loyalty v

£ Data Transformation >

Populate the values:
The custom key-value can have any value.

For example, the key could be the title and value could be the header of the content to be
displayed. Or you can take Offerid as the key with a value of the particular offer. The app can take
the Offerid and fetch the additional details of the offer from a backend system.

Appice Jugnoo +

(2} Home All campaigns/create/native
[=) pashboard v Create Message 2 Select Audience 3 Launch Campaign
7] setup Apps ~
Native Display Y
Setup New App 09:20 ] 3=l -
Setup New Chatbot
) Creatives from native display will
Users M Template name be fetched from CMS to deliver
L0 Acquisition v | relevant and contextual content
o Settings v to your users.
(~] Analytics v &
[#] Engagement ~
Campaigns URL
Transactional Campaigns URLtype Landing page [T
Reports

Funnel Reports
Custom key-value pairs
Template
UTMBuilder
2 Xmit Al
Y7 Loyalty v

¢ DataTransformation
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Select the Audience that this will be targeted to:

All campaigns/create/native

¥ CreateMessage ——————————————— ¥ Select Audience ———————————————— 3 LaunchCampaign

Create New Audience Segments

VIVO Y50 version device
Chhavi

SAMSUNG F42v13

OppoA7 pu

ONEPLUS TIR version

GOOGLE Pixel 6 npush

GOOGLE Pixel 6

Launch the Campaign:

Arthe »

All campaigns/create/native

v G g v Select Audience ————————— ¥/ Launch Campaign
CampaignName  NativeCampaignDisplay01 Delivery Type DirectPush
Category Engagement Date Range 2024-09-18 10 2024-09-19

Display m Delay
Conversion Yes m Live Event True

Frequency Capping

Generative Al (Gen Al)

Generative Al allows you to create message content and creatives.

». What do you want to create?

p
Create with Xmit

2 Quick starts

2 ® = T Eis
Campaigns Sentiment Segments Work flow Insights Templates
analysis
Recents
File name Owner Last modified
é Instagram captions ashish luthra Apr 242024
&) Mobile push campaigns ashish luthra Apr 242024

Xmit Al easy-to-use prompt builder saves time.

With Xmit Al, you can spend less time thinking of a prompt that will give you the best copies.

Copyright © AppICE 2024



Appice

1. You can easily pick filters and criteria to create copies for a specific campaign, use case, and
audience using Xmit Al's prompt builder. You can also define the tone and writing style of the
content using an intuitive Ul.

Xmit Al suggests keywords based on their impact on your previous campaigns.

Xmit Al understands context, audience, tone, and writing style.

Xmit Al lets you regenerate new copy variations with a single click.

Xmit Al creates multiple variants for A/B testing in seconds.

Xmit Al is a self-learning Generative Al algorithm

N o u bk wnN

Xmit Al generates campaigns across multiple channels
Marketers can now tap into its advanced Al capabilities to generate highly engaging copy across —

Push Notifications
Emails

SMS

RCS

Whatsapp

In-App Messages
App Inbox

Web display

S @ 0 o0 T oW

Xmit Al blends the creative excellence with campaign performance insights to
maximize your engagement rates

Generate campaign with:

© Custom prompt Existing campaign variant
Prompt for Xmit Al
Credit Card Cashback o
%
2 DigiBank.. 5m 2. DigBank...5m
Include high performing keywords Rewards New Rewards Awaits! Your @ Exclusive Rewards Just for
Credit Card Offers Exclusive Youl!
Benefits
and exclude keywords 7 swwpe 'your credit card and enjoy
Earn as you spend! Enjoy amazing instant cashback on every
cashback on your purchases purchase! & Redeem your
and convert this for * now! ik rewards anytime.
with voice/tone
inthe writing style of
Cenerated from
Prompt:Credit Card Cashback
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Use Cases

Appice enables various teams and associated vendors to build and operate multiple use cases as per
business KPI’s.

Engagement Automation

Business
verticals

Insights Channel Segment

e (R

At a strategic level, use cases can emerge from product, segment ,customer behaviour or competitive
environment. We help teams set up initial use cases basis business requirements.

Use Cases

Launch Campaign

Business Vertical

Products

Segments

Channel + Creative + Operations
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Examples: App & Web Notifications

Real Time App & Web Engagement

O[22

1 minute segmentation

Customers who have  Opened FD ¥
Time period is < 30 days v
@donotuse  creditcard v

Examples: By Segment

Push

In App 108

App Inbo

Intox

—

s¥iggy DlreauniCaupan! \
Tit e LANEIDOb pens bl
NEUn 6 1E L0 DR A

...........

.........

Expanted Wab
Notification

‘ Customer Type/ Segment Behaviour/ Use Case _

Prospective customer

Light App user

ETB — HV & Mid Value

ETB — Low card usage

Prospective User

Cross Sell/Upsell

Sleeping customer

Cross Sell/Upsell

Product Intent : Web visit
>Home Loan browse >
Dropoff, Loan calculator
dropoff

App Open > RD Apply >
Dropoff

Saving Ac Balance > 1.5 lac

Does Online money transfer,
Low card usage last 3 months

Web visit >Loan Apply> does
not upload documents

High propensity for product x
Low usage of product x

Customer with good credit
score, NBO created

Next visit > Web notification reminding to
apply

Push Notification for reminder.
In-App Notification on next visit

In-App Notification for FD

Push Notification to upgrade to new card
with special benefits

SMS/Web Notification as reminder to
upload documents

Reminder SMS, Email, Push

Reminder SMS

Call customer
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Trigger for Transactional or

Real-Time Events . .
Behaviour action

Homepage Banner personalised

Personalization Trigger- Low
A/c balance

Home Loan customer EMI due date notification

Card number

Your credit card bill JwXXX is due | Payment
Credit card - on DD/MM/YY for card number amount
Credit Card Payment due XXxx 1234 Due on
Card number
Your credit card bill JwXXX is Payment
Credit card - overdue on DD/MM/YY for card amount
Credit Card Payment overdue number xxxx 1234 Due on
Your credit card EMI amount Card number
JwXXX is due on DD/MM/YY for EMI amount
Credit Card EMI due card number xxxx 1234 Due on
Your credit card EMI amount Card number
JwXXX is overdue on DD/MM/YY = EMI amount
Credit Card EMI overdue for card number xxxx 1234 Due on
Credit Card is Your credit card number xxxx
getting expired; 1234 is getting expired on Card number
Credit Card prompt renewal DD/MM/YY Expiry date
Credit card is Your credit card number xxxx Card number
Credit Card expired 1234 is expired on DD/MM/YY Expiry date
Alert for activation Your credit card number xxxx
Credit Card of card 1234 is yet to be activated. Card number

Login / Registration

Grievance and Chargeback

Password/Mpin
expiry

Update on
chargeback
Debit Card is
getting expired;

Your m-pin is set to expire on
DD/MM/YY

Your debit card number xxxx
1234 is getting expired on

Expiry Date of
m-pin

Card number

Debit Card prompt renewal DD/MM/YY Expiry date
Debit card is Your debit card number xxxx Card number
Debit Card expired 1234 expired on DD/MM/YY Expiry date
Alert for activation Your debit card number xxxx
Debit Card of card 1234 is yet to be activated. Card number
Instalment of Jw<XXX> is Acc number
Overdue overdue after DD/MM/YY for Acc type
Loan/CC/OD your <acc_type> account number | Due amount
Loan/OD/CC/RD instalments <xxxx 1234> Due on
Acc number
Instalment of Jw<XXX>is due on | Acctype
Upcoming RD DD/MM/YY for your <acc_type> Due amount
Loan/OD/CC/RD instalments account number <xxxx 1234> Due on
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TD

TD

Account Servicing

Account Servicing

Govt Accounts

Insurance

Mutual fund

Upcoming TDR
maturity alert
TDR matured but
not
renewed/credited
to operative
account

Overdue Re-KYC

Cheque book
exhausted

Nudge to set Sl for
customer for Govt
a/c

Nudge to set Sl for
insurance

Nudge to set Sl for
mutual fund

Your <acc_type> account number
<xxx 1234> is getting matured on
<DD/MM/YY>.

Your <acc_type> account number
<xxx 1234> is matured on
<DD/MM/YY>. Please renew or
encash.

Your KYC is expired on
DD/MM/YYYY. Please complete
Re-KYC to avail all bank services
Your cheque book for account
number <xxxx 1234> is
exhausted. Request for new
cheque book now.

You can set Sl for your
<Account_type> account
<Account_number> for
disciplined investment

You can set Sl for your insurance
policy <Policy number> for
automatic premium payment
You can set SIP for disciplined
investment at regular interval

Acc type
Acc number
Maturity date

Acc type
Acc number
Maturity date

KYC expiry date

Acc number

A/c number
Type of Account

Policy Number
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USE CASE 1:
Prospective User - Website Visit

’ A prospective user comes to a bank's website, visits the credit card
page, and drops off. His activity is recorded in the CDP. The next time
the user visits the website again, an onsite notification is shown asking
him/her if they are interested in applying for the credit card.

Looking for a
platinum credit card?

Agpiy row and £ mabver on e joining fer.

USE CASE 3:
Journey Incomplete - Loan Application

A user is interested in applying for a personal loan. He visits a bank’s
website, checks his eligibility by filling up a form, and drops off without
applying for the personal loan. He can be encouraged to apply for the
loan with a persenalized message through browser push notifications.

Browser Push
Mot n

appICE

USE CASE 5:

Prospective User - Repeat Visitor

A user decides to visit a bank's car loan page again to check his
4 eligibility. As this is his second visit, he can be welcomed with a

personalized homepage banner of the car loan which when clicked,

takes him back to the page from where he dropped off earlier.

to purchase a brand new car?

applCE
USE CASE 7:
@ Prospective User - Lead Nurture
w
A user receives a call from the call center regarding a travel credit
card. He shows interest in the card but doesn't apply for it after the
call ends. In this case, the user can be shown a personalized SMS
with an exciting offer which encourages him to apply for the card.
I
[
[
|
v
[
appICE

USE CASE 2:

Prospective User - Loan Application

A prospective user visits a bank's website to look for a
personal loan. She checks out the interest rate. calculates
her EMI, and drops off. The bank’s marketers can bring her
back to the website by sending her a personslized message
via a browser push notification regarding the loan

USE CASE 4:
Prospective User - Pending Documentation

A prospect is midway in the buying journey for a home loan. He
has filled in his details and has to upload his doecuments. But he
decides to drop off fram the site. Marketers can then urge him to
complete the documentation process via personalized email and
SMS messages.

© Your Bank

Your home loan application is
pending as you have to upload
your documents.

USE CASE 6:

Prospective User - EMI Calc

!

applCE

There will be users who revisit a bank's website after having
previously calculated their home loan eligibility. These users can
be shown a personalized homepage banner that displays their
calculated EMI. Clicking on the banner will take them back to the
loan application page.

USE CASE 8:

Prospective User - Form Fill

AppICE

A user shows interest in applying for a travel loan by filling
up a form where she drops her personal details. But she
doesn’t proceed to finish the purchase. The bank's marketers
can reach out to the user via the call center, email, and SMS
and encourage her to complete her purchase.

appiCE
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Architecture

AppICE Data Platform

Building actionable intelligence from all customer data and touchpoints, the platform provides enterprise
grade infrastructure to handle raw data, events, cohorts, segments and ML based analytics for effective

customer engagement strategies.
Hybrid Architecture: Deploy On-Prem or Cloud

We give the flexibility of deploying On-premises or in Cloud.

e Cloud: Fast Pilot & Testing
® On Prem: Compliance with ISD & Regulatory norms

LT
Cloud: Pilot On Prem: Production
AWS, Azure, GCP VMWare, RedHat

o ED@D
1M H —
Bwr== RIS
n B e=e=
CONNECT ALL YO UR DATA TRANSFORM DATA TO INSIGHTS AIENABLED PERSONALISATION
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Architecture of storage zones
The hierarchical nature of data gets curated into single customer view, segments and cohorts for
data-actions in downstream systems.

DATA STORAGE ZONES

2021

Customer
Product
2021 Sales.txt Recommendation
Marketing
2022001 2022001

online_fd_202200101.csv online_fd_202200101.cs:
online_fd_202200102.csv online_fd_202200102.csv
online_fd_202200103.csv online_fd_202200103.csv

2022002 2022002

- Transient folder for data to land - Valid data moved to Raw folder in - Optional layer -Datais c{!eansed and ready for O gﬂoslly |a;geted for D(ata Scientist
consumption - Organised per project

Bad/Quarentine

>

native format and ready for - i
- Data move to Bad/Quarantine if i i o ta SaRCArdiSed ’ - Categorised into Subject Area/ - Data comes from Curated and
ingestion - Standard Format best suitable for ;
data are corrupted; for manual - Data are categorised into Data curated layer FI|ES. " ) may also.source from
- Option to partition data if Standardized layer
requirement exists
Subject Area/File/Partition
Structure e.g Year/Month, Region

intervention Source/Year/Month - Some data cleansing applied e.g
- Depending on requirements, removing special characters
folders are further categorised into - Characters encoding
Day/Hour

Listed below are the data structure used in our platform:
1. Customer Interaction Raw Data:
Object Storage Data Format: We use MessagePack as our serialization format. This keeps the extensibility with

JSON, by allowing keys to be added/removed. The initial implementation simply is a header followed by MessagePack
object with the following structure:
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Metadata JSON

“Wersions" |

"Type": D.// Type of version, ohject with data or delete marker.
"W10K" { /¢ object data converted from previoue versione 2/ ).

"zoh*{
“WersionlD S version |D for delete mar ker
"ModTime" /f Object dekte marker modifie time

‘PartMumbers®: 0. & Part Numbers
‘PartETage" [|. /f Part ETage
"MetaBys"{} & Custom metadata fied:.
# More metadata.

i

"Del0b*: {
“WersionlD': ™, & Version ID for delete marker
"ModTime" ", & Object deldte marker modifie time
"MetaByes"{} & Delkte marker metadata

i

i

Data JSON

‘app_key": "afafbefd2daf7dSeld (fdE9ctedbacd Dhd 2 06af",
‘appid® *Sfad 1afeble 1267808244311

‘api_key" "h2afd 10592844 5d6E140689cc1571d57"
‘device_id": "SeBebd2a-GoSh-4 BOD-899d-delee DO T,
"appuserid
‘android_id
“childappid"
“timestamp" 1639647923,
"mtimestamp” 1639647832117,
‘duration®; 28,

“edk_version": "SDK_vZ.5.07",
"edk_j_wersion® 2507,

ion® "7 .3.8%

*begin_s=esion":
"zvents" [

“device": {

e "B1.0%
"BDK_v2.5.07%
‘edkiv’ 2507,

'a" "vodafone INY

7R,
fap" 'som.eample bankapp®
ram':{
' M1EESRDY
"t': "zE407 60"

'i:lattery' o
ol

2

"space” {

'Lt 4D9E5ED"
"SE1TITEE
e 34E2160%
‘a_t': '52559228"

b
‘network” {

lee,
unknown geid»’,
‘DE00:0000D0D:00"
65",
“freq": “2427",
'isconnectad":
idr.
et
2
refname’: "s=lf*
2
“when®: {
“imestamp" 1639647533

1

L
“whera':{
‘e {
oty "Delhi’,
‘ee’: INY

i

“location” {
"plac=": 'othes'

'
2
“what': {

_t=": 19E00,

" "pp_Packoround',
‘zid": 'aSe0991-38F 5-4403-hahD-ddd 4232 6fhaz’,
“timestamp” 1639647932,
‘mtimestamp”: 1629647932909,
"segmentation": {

¥
¥

‘order_jd" 3,
‘message_id": “1639647933 14 B-fa37 5hafedP-d3c9-9de BT Dhifedggaa
‘uptimestam p*: 1639647933
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2. Events Data:
Our approach is incredibly flexible, as there are no restrictions on the custom events and entities designed,
neither in number, combinability or number of properties.

hash_id timestamp event_name attributes

328402xjd-2mdi 2022-02-02T Avail Loan {
4d08-bsk3-2021 13:13:12.537Z “type” : “Home Loan”
ee26fc4920e9de }

i.  Real Time Segments:
AppICE platform allows business users to build real-time segments from behavioural and transactional data
representing a snapshot of users at that “point of time”

ii. Cohorts:
Representing a group of users with similar characteristics that keeps evolving over time

Audience Segment: Sleeping Users Retention Cohort: Day wise

{
"name": "Sleeping Users", {"2023":{
"description": "Users who "

have not used the app for 180 "1

days or more", "in": 4876,
“range": 0, "un': 231
“saegmentinfc": { 1

"who': [ "o {

{ "in": 4594,
"operand": "Is", "un"; 51
"operator": "gte", I
"e_operator": "AND", "3
"value": 180, "in": 4295,
“category": "App Usage" "un": 143

} h

I "4
"in"; 5007,
"un": 12
"operand": "Login", 13
"e_operator": "AND", "5 {
"category": "Events", "in": 5034,
"since": { "un": 344
"have": "h" }
} }
} }
1 }
}
}
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Deployment Architecture

Deployment Architecture:

Data Sources DMZ MZ Activation
oA ' " t 1l b
Kubemetes/Docker Cluster
F 1
Digital Channels MongeDB NodeJs
Campaign Anafytics Dashboard
.
Processor / Transfarmation
Ades ]
Social Media = —_— PysaL
Nodels Behaviourial Anelytics
= App Server
Moblle App Streeming | L .
i Clint SDK Everts ‘o ’L — ]
ARl i G Nade.s u Distributed
(o o App Server . T DwH Push
e =S N ESEN £
i Client SDK f .: | Nodeds — [»4] Email
S B L & e Gache Py ., compugrpsine
= ‘N M Natification @ SMS
ie [ System
Internal Sytems [ : —— Spark PytheniR?
: API Daita Integration Analytics PySpark
. = Cateway Server b @ Google
ces HGINY ¥t
CRM == Reverse (ETL)
LA Praxy — - 0 wea
= Jurirey | = Segmentation |
Batch / API L) £

Personalisaticn
Reds Cache 4{ Gatoway

User Management

How to Register

Here are the steps to create a user on Appice dashboard:
o Users can directly register from the dashboard.
o Users can access the Appice dashboard and click on the Sign Up link to register.

Appice Login

Sign Up To AppICE

FirstName LastName
Email

Password

Confirm Password

Iaccept the terms of use and privacy policy

Already have an account? Sign In

©Semusi Technologies Pyt Ltd. All Rights Reserved 2017
Appice Privacy Policy

On clicking, it opens the below page. Users can fill their details and click on Sign up.
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Appice Login
Sign Up To AppICE
FirstName LastName
Test Demo

Email

test@appiceio

Password

Iaccept the terms of use and privacy policy

Already have an account? Sign In

©Semusi Technologies Pvt Ltd. All Rights Reserved 2017

Appice Privacy Policy

Once users click on Sign up, it takes them to the login page.

Appice Login

Welcome To AppICE
Email

test@appiceio

Password

Don't have anaccount? Sign Up

Forgot your password? Reset Password

User Creation Process

Once users register from the Appice dashboard, this has to be approved by Admin for users to access this particular
app on the Appice panel, by logging into the Appice dashboard and going to Settings — User Management in the left
panel.
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Appice
Funnel Reports
Template
UTM Builder
L Xmit Al
43 Churn
ﬁ Loyalty v
€§3 Settings ~
Manage Modules
User Management

App Setting

Email
saru.wadehra@semusi.com
diliphome@gmail.com
Dilip@appice.io
Akshay.Taneja@sbicard.com
i-danish.mir@semusi.com

tarun@appice.io

Username
Saru.Wadehra@Semusi.Com
Diliphome@Gmail.Com
Dilip@Appice.lo
Akshay.Taneja@Sbicard.Com
|-Danish Mir@Semusi.Com

Tarun@Appice.lo

Created On

06/06/2015

06/06/2015

12/10/2020

19/10/2020

02/08/2021

20/08/2021

Modified On

24/07/2024

06/12/2023

14/01/2024

Invalid Date

22/0412024

23/12/12021

Role

admin

admin

admin

admin

admin

admin

. Saru v

Add User

Change Role
Select
Select
Select
Select
Select

Select

Display Preference

<« »

()2 3 45 19>

[£) Documentation v Showing 1to 6 of 114 entries

By default, Users are in Not Approved state. These can be Approved by clicking on the Approved button.

Admin can also assign App and roles to these Approved Users by clicking on the Add User button.

‘ Saru v

Appice

|+ Engagement ~
Campaigns
Qse 6
Transactional Campaigns
Reports
Email CreatedOn Modified On Role Change Role Remove Access Reset Password Unblock
Funnel Reports .
saruwadehra@semusi.com -a@Semusi.Com 06/06/2015 24/07/2024 admin Select , o 5]
Template
diliphome@gmail.com 3mail Com 06/06/2015 06/12/2025 admin Select ] o 5]
UTM Builder
Dilip@appice.io 2l 1211012020 14101/202 admin Select @ o 5]
£ XmitAl
Akshay, com i Com 1911012020 Invalic Date admin Select luj o 5]
£3 Churn

On clicking, it takes to this page where Email has to be provided and Role has to be selected from dropdown.

Add New User

Cancel Save

Click on Save button to save the users.
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Appice

Saru v

|#*] Engagement ~
Campaigns
6 Add User
Transactional Campaigns
Reports
Email Username Created On Modified On Role Change Role Remove Access Reset Password
Funnel Reports
fsaru Wadehra@Semusi.Com 06/06/2015| 2410712024 focimin| Select
Template
diliphome@gmail.com Diliphome@Gmail.Com 06/06/2015 06/12/2023 admin Select
UTM Builder
Dilip@appice.io Dilip@Appice.lo 12/10/2020 1410172024 admin Select
I Xmit Al
Akshay.Taneja@sbicard.com Akshay.Taneja@Sbicard.Com 19/10/2020 Invalid Date admin Select
¢ Chumn
ﬁ Loyalty o i-danish.mir@semusi.com I-Danish.Mir@Semusi.Com 02/08/2021 22/04/2024 admin Select
& Settings R tarun@appice.io Tarun@Appice.lo 20/08/2021 23/12/2021 admin Select
Manage Modules .
owing 1to 6 of 114 entries (1]2 3 4 5 9
User Management (5
Newly created users can be seen in the Users List, as shown below.
Appice saru +
-] Engagement -~
Campaigns
6 Add User
Transactional Campaigns
Reports
Email Username Created On Modified On Role Change Role Remove Access Reset Password
Funnel Reports
fsaru Wadehra@Semusi.Com 06/06/2015| 2410712024 focimin| Select
Template
diliphome@gmail.com Diliphome@Gmail.Com 06/06/2015 06/12/2023 admin Select
UTM Builder
Dilip@appice.io Dilip@Appice.lo 12/10/2020 14/01/2024 admin Select
1, Xmit Al
Akshay.Taneja@sbicard.com Akshay.Taneja@Sbicard.Com 19/10/2020 Invalid Date admin Select
€ Churn
ﬁ Loyalty " i-danish.mir@semusi.com I-Danish.Mir@Semusi.Com 02/08/2021 22/04/2024 admin Select
;,3&; Settings ~ tarun@appice.io Tarun@Appice.lo 20/08/2021 2311212021 admin Select
Manage Modules
wing 1to 6 of 114 entries [1]2 4 5 9 >

User Management |

NOTE: New users will not be assigned to any role, whereas existing users may/may not have roles assigned to them.

User Modification Process

There are two types of modifications possible in Dashboard:
o Change Role
o Remove Access
o Change/Reset Password

i. Change Role

Users can only be modified by an Admin by logging into the account and going to Settings — User Management

section.

Click the Change Role dropdown for the specific User, for which role is to be modified.
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Appice Saru v
i) Engagement ~
Campaigns

6 Add User

Transactional Campaigns

Reports
& Email Username CreatedOn Modified On Role Change Role Remove Access Reset Password
Funnel Reports
saruwadehra@semusi.com Saru.Wadehra@Semusi.Com 06/06/2015 24107/2024 admin [ X o
Template 1
diliphome@gmail.com Diliphome@Gmail. Com 06/06/2015 06/1212023 admin Admin o
UTM Builder
Dilp@appice.io Dilip@Appice.lo 1211012020 14/01/2024 admin Manager IS
L Xmit Al
- Market
Akshay.Taneja@sbicard.com Akshay.Taneja@Sbicard.Com 19/10/2020 Invalid Date admin o
¢ Churn
¥t Loyalty . i-danish.mir@semusi.com I-Danish Mir@Semusi Com 02/08/2021 22/04/2024 admin Select o
Settings R tarun@appice.io Tarun@Appicelo 20/08/2021 2312/2021 admin Select o
Manage Modules -
g [1]2 3 4 5 19 >

User Management

It shows 3 values in the dropdown - Admin, Marketer (or Maker), Manager (or Checker).

o Admin - who has all the rights (create users, create/edit/delete/activate campaigns, enable app settings)
o Marketer - who has rights to create/edit campaigns (also called as Maker)
o Manager - who has rights to create/edit/review/delete/activate campaigns (also called as Checker)

Change the value.

Appice

Saru v
[+ Engagement ~
Campaigns
:
Transactional Campaigns
Reports
Email Username Created On Modified On Role Change Role Remove Access Reset Password
Funnel Reports
amit@appice.io Amit@Appicelo 25/08/2021 24/05/2024 admin Select o
Template
danishyousufmir@gmail.com Danishyousufmir@Gmail. Com 26/08/2021 17/05/2024 admin Select IS
UTM Builder
pranjal pratim@semusi.com Pranjal Pratim@Semusi.Com 22/09/2021 06/03/2024 admin Select o
L Xmit Al
. ojay.acharya@semusi.com: Ajay Acharya@Semusi.Com b4/09/2021 06/06/2023 anager Select o
s Chumn
7 Loyalty . skoda@appiceio Skoda@Appicelo 29/09/2021 14/06/2023 admin Select o
. i-majid misger@semusi.com I-Majid Misger@Semusi.Com 05/10/2021 12/07/2024 admin Select o
€3 settings ~
Manage Modules
Show 114 entrie < 1(2)3 45 9 >
User Management
Appice Saru v
[:i*) Engagement -
Campaigns
6 Add User
Transactional Campaigns
Reports
Email Username CreatedOn Modified On Role Change Role Remove Access Reset Password
Funnel Reports
amit@appice.o Amit@Appicelo 25/08/2021 2410512024 admin Select o
Template
danishyousufmir@gmail.com Danishyousufmir@Gmail Com 26/08/2021 17/05/2024 admin Select IS
UTM Builder
pranjal. pratim@semusi.com Pranjal Pratim@Semusi.Com 22/09/2021 06/03/2024 admin Select [
L Xmit Al
- ajay.acharya@semusi.com Ajay. Acharya@Semusi.Com 2410912021 5/07/2024 fcmin) Admin o
"+ Chum
¢ Loyatty . skoda@appiceio Skoda@Appice.o 29/09/2021 14106/2023 admin Select o
o~ i-majid misger@semusi.com I-Majid. Misger@Semusi.Com 051012021 1210712024 admin Select [
€3 Settings ~
Manage Modules -
howing 7 to 12 of 114 entrie < 12 4 5 19 >

User Management

. Forgot/Reset Password

When the user clicks on Reset Password from the Appice panel, it will ask the user to put in an email ID to reset the
password by clicking on link received on their email.
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Appice Login

Welcome To AppICE

©Semusi Technologies Pt Ltd. All Rights Reserved 2017

Passwords can also be reset by the Administrator by logging into the Appice panel.

Appice O -

[+ Engagement ~

Campaigns

Transactional Campaigns

Reports
& Email CreatedOn Modified On Role Change Role Remove Access Re@om Unblock
Funnel Reports
amit@appice.o elo 25/08/2021 24/05/2024 admin Select @ [}
Template
danish, com Com 26/08/2021 17/05/2024 admin Select @ o [}
UTM Builder
pranjal pratim@semusi.com n@Semusi.Com 22/09/2021 06/03/2024 admin Select o [a}
£2 Xmit Al
ajayacharya@semusi.com 1@Semusi.Com 24/109/2021 25/07/2024 admin Admin o [}
< Chun
¥ Loyalty . skoda@appice.io icelo 29/09/2021 14/06/2023 admin Select o [}
i-majid. com Com 05/10/2021 1210712026 admin Select o [}
€83 settings -
“ »
Manage Modules

Showing 7to 12 0f 114 entries <1(2)s 45 19>
User Management |

On clicking the Reset icon, it generates a temporary password.

It asks to change the password upon 1st login.

Newly Generated Password

a#KJKD

Cancel
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Appice Security Architecture

We specifically address the sensitivity of data security.

AppICE aims to deliver a highly scalable on-premise platform with high availability, dependability,
and the flexibility to enable peace of mind to our customers. AppICE understands that the
confidentiality, integrity, and availability of our customers' data is vital to our customer’s operations.
AppICE recognizes customer Information is a valuable asset of our customers and that AppICE has a
duty and responsibility to protect this data and to take steps to ensure that it safe and secure within
the ApplICE platform.

Security Compliance

AppICE works with an independent ISO 27001 certified security company who perform audits and
guidance on the ApplICE platform and its security controls. AppICE adopts the ISO 27001 framework
as a guide for its security processes and procedures.

AppICE Security

Ensuring the confidentiality, integrity, and availability of AppICE’s platform and customer data is of
the utmost importance to our customers and therefore to ApplICE, so that it can maintain the trust
and confidence of its customers.

CUSTOMER DATA

Application & Platform
Lewvel Permissions

Industry

Siandard Brotocols Application & Platform

Hardened Linux Operating System giu;';:r:::ot:
Azura VPC & Sacurity

Cloud Configuration Network Security Graup P o
roup errmiss. s

Industry 1 1 Metwork Traffic
T Encryption Of Data Flight =
Standard Protocols THn Han Encryption

Violume - Lewel
Encryption

OS5 Level Encryption Encryption Of Data At Rest

Applications

All ApplICE applications have been architected from the ground up with security as a top priority.
Each application goes through rigorous unit, functional, integration and performance testing, to try
to ensure it is fit for purpose.

Web Applications

All ApplICE web applications are only accessible via HTTPS (HTTP over TLS formally SSL) along with a
valid Username and Password combination with Two Factor Authentication where applicable. All
access is logged and audited routinely.
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A
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5 |-
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v
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©
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[¢]

1 On-Premise .
Data Centre On-Perm Security Group

APIs

APls are available via HTTPS (HTTP over TLS formally SSL) protected endpoints that provide secure
server to client communication. Basic APl authentication credentials over HTTPS is required at all
times. Credentials should be kept secret and all times and proper key management procedures
should be followed when using them within client applications. See Figure 2 above.

Data Segregation

For operational efficiency, customer data is stored in a multi-tenant system. As described above, all
API requests are authenticated using valid tenant credentials. All data is associated with a single
tenant (i.e. customer), and access other than by the tenant associated with the data is forbidden.
The authentication and authorization mechanisms are regularly tested and verified.

A tenant data is pinned to a region and the data is only replicated to different data centers within
that region for redundancy and high availability, but no data will be ever transferred out of that
region by AppICE (except for the case where you instruct us in writing to do so). See Figure 3 below
for ApplCE regions. This applies to Data in Flight and Data at Rest discussed later.

Data in Flight

All traffic entering and leaving ApplCE’s infrastructure is encrypted using industry standard HTTPS
(HTTP over TLS formally SSL) and SSH protocols. This ensures that Man in the Middle attacks are not
possible.

Hypertext Transfer Protocol Secure (HTTPS)

HTTPS (HTTP over TLS formally SSL) provides authentication of the web site/api and associated web
servers that are being communicated with. AppICE blocks all HTTP connections and redirects traffic
to the secure HTTPS endpoints.

Secure Shell (SSH)
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SSH is the only approach for establishing administrative connections to the platform’s servers. SSH is
a protocol that, like SSL, provides a secure communications channel between the client and the
server. AppICE uses SSH version 2 with non-privileged user accounts. SSH access to all servers is
securely routed through a central Bastion host.

Data at Rest

All data at rest is encrypted using industry standard Advanced Encryption Standard (AES) 256, a
secure symmetric-key encryption standard using 256-bit encryption keys. The encryption keys are
kept separate from the data such that in a case of a breach the data cannot be decrypted, as the
keys are not stored at rest with the data.

Volume Encryption

Each ApplICE instance has local or network attached volume storage. To ensure utmost security,
AppICE uses AES to encrypt this storage. This makes it inaccessible to anyone, even if the volume is
cloned or physically removed from the data center.

' i

T
S <

T |
[ ]
| )
| |

M A

Replication
All customer data held by ApplICE is replicated to different data zones to prevent data loss, ensuring
that the customer data is highly available, fault-tolerant, safe and secure.

Managed by Appice

(i
{

DATA CENTRE
1

DATA CENTRE
2

DATA CENTRE
3

: a

REPLICATION REPLICATION
MANAGED BY ON-PREMISE DATA CENTRE
1

|
1
1
J
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Backup
AppICE uses AES to encrypt all backups similar to Figure 5 above. Each backup is replicated to two
different storage facilities and kept for a set period of time.

Decommissioning of Data
AppICE follows strict procedures for decommissioning of data. Decommissioning of data can occur in
several cases outlined below.

Termination of Contract

Depending on the terms of the customer contract, a copy of the customer’s data will be made
available to the customer. AppICE, on termination, will after a certain agreed time period, delete all
customer data from its platform.

Server Replacement

When a server is replaced, the customer data stored in associated attached storage or the original
server is no longer readable by anyone due to the fact that ApplICE encrypts all volumes containing
customer data.

Firewalls

To prevent unauthorized users gaining privileged access to ApplCE servers and planting malware or
stealing data, AppICE utilizes On-Premise Providers Firewalls to restrict access to servers from
trusted IP addresses and networks based on Classless Inter-Domain Routing (CIDR) and AppICE limits
inbound traffic to specific ports and protocols and specify which IP addresses can have access.
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All AppICE passwords are stored securely and never in plain text. ApplICE uses High-entropy
password security using SHA-512 and HMAC hashing algorithms with large, secure, randomly
generated salts. Added computational complexity in hashing is used to make it cost prohibitive to
breach even a single password. These measures prevent password hacking techniques such as brute
force, rainbow table or birthday attacks

PASSWORD CREATION PASSWORD VERIFICATION
Secure Random Salt Plain Text Password SR ot
i [ | Random Salt

L 4 .4

+ 4
4 4

SSH Public/Private Key

All AppICE instances generate new SSH host keys, and trusted public keys are inserted under OS user
accounts on first boot. The private keys are kept securely offsite. These public private keys are
rotated periodically and only authorised users have access to them.

Two Factor Authentication

Highly sensitive applications require Two Factor Authentication, where users are required to enter
their Username and Password as well as a one-time password that is generated using a keyring
hardware device or software device.

OPERATING SYSTEMS

ApplCE utilizes trusted industry standard Linux operating system, Ubuntu, with long term support.
Each operating system is built and maintained in a secure and consistent manner ensuring that they
all operate identically, and no rogue servers exist with different application or service packages
installed.

Security Patches

There are always new versions, security patches, and upgrades to many components of each
platform. ApplICE where it is technically feasible will ensure operating systems are kept up to date
with the latest versions, security patches and upgrades, ensuring operating systems are free from
security vulnerabilities.

Distributed Denial of Service (DDoS) Attacks

Each operating system is by default closed to all traffic by the On-Premise Provider’s firewall which is
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set up to protect against Distributed Denial Of Service (DDoS) Attacks. It does not have a public
facing IP address making it extremely difficult to access the instance from the internet.

Access

At all times, AppICE endeavour’s to implement a minimum access necessary approach, where all
employees and contractors (i.e. agency workers and individual contractors) have access only to those
systems and data that is required for them to be able to do their jobs. Access is promptly revoked
when this need no longer exists, even if they continue to be an employee of or are contracted to
AppICE. SSH access to all servers is securely routed through a central Bastion host. All electronic
access to systems by ApplCE personnel is logged and audited routinely. See Security Architecture
Overview above for more detail.

DevSecOps

DevSecOps is a set of practices that integrate security into the DevOps process. We ensure that security is
not treated as an afterthought but as a fundamental part of CI/CD pipeline. Here are some best practices
we follow for implementing DevSecOps using Jenkins, GitLab, and Docker:

e Security as Code:
- Use version control systems like GitLab to manage infrastructure as code and security policies.
- Store security configurations alongside application code and infrastructure code.
- Employ tools like Terraform or Ansible to automate infrastructure provisioning securely.
e Static Application Security Testing (SAST):
- Integrate SAST tools (e.g., SonarQube, Checkmarx) into your CI/CD pipeline to analyze source
code for vulnerabilities.
- Configure automated scans for code commits and pull requests.
e Dynamic Application Security Testing (DAST):
- Use DAST tools (e.g., OWASP ZAP, Burp Suite) to scan your running applications for security
issues.
- Automate DAST scans in your pipeline to check for security vulnerabilities in the deployed
application.
e (Container Security:
- Regularly scan Docker images for vulnerabilities using tools like Clair or Trivy.
- Automatically block insecure images from being deployed in the CI/CD pipeline.
® Secrets Management:
- Store and manage secrets securely using GitLab's Vault integration or Jenkins' secret
management.
- Avoid hardcoding secrets in configuration files or scripts.
® Access Control:
- Implement fine-grained access controls in Jenkins and GitLab to limit who can perform certain
actions.
- Use Role-Based Access Control (RBAC) to manage user and group permissions.
e Vulnerability Management:
- Continuously monitor and manage vulnerabilities identified by security tools.
- Prioritize and remediate vulnerabilities based on their severity.
e Automated Compliance Checks:
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Implement automated compliance checks to ensure that your infrastructure and application
deployments meet security and compliance requirements.

e Logging and Monitoring:

Set up centralized logging and monitoring using tools like ELK Stack or Prometheus/Grafana.
Monitor for security events and anomalies in real-time.

® |Incident Response Plan:

Develop and document an incident response plan to address security breaches or

vulnerabilities.
Test the plan periodically to ensure it works effectively.

e Continuous Training and Awareness:

Train your development and operations teams on security best practices.

Foster a security-aware culture by conducting regular security awareness programs.

e Third-Party Dependencies:

Regularly update and patch third-party dependencies.
Monitor for security advisories related to libraries and packages you use.

® Security Testing Environments:

Maintain separate testing environments for security testing to avoid disruptions in the main
development pipeline.

e Shift-Left Security:

Integrate security into the early stages of the development process to catch vulnerabilities as
early as possible.

e Automated Remediation:

Implement automated remediation for common security issues, such as auto-fixing code
vulnerabilities or rolling back deployments.

e Security Policy as Code:

Define security policies as code using tools like Open Policy Agent (OPA) and ensure they are
enforced throughout the pipeline.

e Continuous Feedback and Improvement:

Gather feedback from security assessments and incidents to improve your DevSecOps practices
continually.

DevSecOps is an ongoing process, and it requires continuous improvement and adaptation.

DevSecOps Tools
We use various tools available in the market to implement the DevSecOps practice , some of those are as

follows.

Hadolint: Docker file linter, validate inline bash, written in Haskell.

GitSecret: Checks the any sensitive information sent to repository

Checkov: To check the file following standard best security practice

Trivy: To scan the vulnerabilities in image, file system

Owasp: Penetration testing tool

Falco: Runtime application self-protection

ECR scanning: Inbuilt tool by AWS to check image vulnerability

OWASP Dependency-Check: This tool scans your application's dependencies for known

vulnerabilities. It can help you identify and update vulnerable third-party libraries.
e Snyk: Snyk is another tool for identifying and fixing vulnerabilities in open source dependencies. It
integrates well with various CI/CD systems, including Jenkins.
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Clair Security Scanner: Clair is a vulnerability scanner specifically designed for container images. It
can be used to scan Docker images for security issues, in addition to Trivy.

Kube-bench: If you're using Kubernetes for container orchestration, Kube-bench can be used to
check the security configuration of your Kubernetes clusters.

Nessus or OpenVAS: These are popular vulnerability scanners that can be integrated into your
pipeline to scan your infrastructure and applications for vulnerabilities.

SonarQube: SonarQube is not only a code quality tool but also includes security scanning for code.
It can be integrated into your pipeline to check for security vulnerabilities in your codebase.
GitLab Container Scanning: GitLab provides its own container scanning features that can be
integrated into your GitLab CI/CD pipeline to scan for container vulnerabilities.

InSpec: InSpec is an open-source testing framework for infrastructure and applications. It can be
used to automate security and compliance testing.

Anchore Engine: Anchore is a container security and compliance platform that can be used to
inspect, analyze, and certify container images for security and policy compliance.

Security Orchestration, Automation, and Response (SOAR) Tools: Tools like Phantom or Demisto can
be used to automate incident response and security tasks based on the findings of your security
scanning tools.

Copyright © AppICE 2024



